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Abstract: With the rapid development and extensive application of internet of things (IoT) technologies, the large-
scale deployment of IoT (LS-IoT) has become an inevitable trend for building intelligent and efficient social infrastructure.
However, the heterogeneous, time-varying, and widely distributed nature of large-scale networks has led to increasingly
prominent network and information security issues. Conventional perimeter-based security (PBS) models struggle to ad-
dress complex and evolving threats in LS-IoT environments. The zero trust architecture (ZTA), which emphasizes the secu-
rity principle of “never trust, always verify”, provides a potential solution for ensuring the security of LS-IoT systems. Ini-
tially, this paper systematically reviews the three core capabilities of ZTA, including software-defined perimeter (SDP),
identity and access management (IAM), and micro-segmentation (MSG). Subsequently, aligning with the characteristics and
requirements of LS-IoT, we delve into seven critical enabling technologies for implementing ZTA, including continuous
identity authentication, dynamic access control, lightweight encryption technology, identity governance and management
(IGM), terminal security, network isolation, and continuous monitoring. Then, throught practical applications in four repre-
sentative scenarios, such as industrial IoT, 5G-enabled healthcare, autonomous driving, and remote work, this paper illus-
trates the effectiveness of ZTA in enhancing network security. Ultimately, this paper explores the integration of emerging

technologies, such as large language models (LLM), generative artificial intelligence (AI), explainable machine learning
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(XML), edge computing, and post-quantum encryption (PQC) with ZTA, and discusses the future development directions of

ZTA. This work aims to provide valuable insights for advancing ZTA implementation and strengthening security assurance

in large-scale IoT.
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SRR RHIE . 7E LS-1oT B, Fr 2 A F R FR T )
SR 1) B A0 BBy, 1T 2 2 SR AE A AUy 0] 0 ) 8 3 1%
it e am A ORI IE . ARG AT S
IR SRR SR UGIE )y B, AR B T ] T AR
fIE T XU RS T3 30 23 B B AGIE

FET B A AR R RS E T S RN I T R 2
— . B SRS 5] 2 R ] 20 B — IRV RS . AR OT
Zh, RGBS Z AR AR I [R] () 25 3 e e P A7
S — PR B SR A T . 3 Ry =X B i, (E
T8 I SR BR T4 4 BOR AR A7 BN AR E 193
s BE T B[RRI — IR R R P TR
LTI []E 91 () e s PO IE I 58 . fian , SCHk[48 ]
P T R R R A RSN TT I, A UE /Y h B
BLZ R A0 BEATOGIE . 2 F P B U5 [R] B ]y 3 5 &
4erh B ME— P 58 e VT ECES , A fev/F Hs ). SCHR[49 ]
WA T — b L T R U 18] )3 91 9 8 e R 2L I
SR, BsF 8] 371 Jr o & 1) o (4 3R IO =CF BT ]
Sk (48] F T 57 #5 19) & HL (Support Vector Machine,
SVM) ¥4 22 AN [ {5 18 F5 R 5% Ak Ay I 8] 7 90 F 5, T
SCHR 49 13 A7 510 4 it v A= sURh -, 2R 05 RS A
S P R A I Ry 4 3 S e A Y ) vk
AR R, HAT B e B R

BT AR E B9 UEF AR S AR SR P B %0 4
Wz — . FELS-IoT H B T A& AELE N R e 2

HiEl BSEESBEUTESIMEE S

BN A =G, o). AERARTE 1000 0,0, T 35 FE 598
" o SERIME R G, ITEIREIR T o € 0, 1), SRS T € (0, 1),
TUAIE I R A (0, 1)
Bt (T, .decision): BB S ME AT 2080 S INIEDR SR
P2 SREiEt il
forn=11tok do
FEXTRRAE R BRI 58 e D S A3 2 i Al Wt 3 29U
5348k q s
end for
YR 2 AR ZR S E AL
forn=1tok do
PHETARE i, G080 Q = g, X w)
HELREAO, . =0, .0,
end for
HEBEREE 0, 0 =0, W
YR 3 BB ERAT EL
AR IST 6] S0 R T o AN AR AR 02 T BTN MBI A5 AT 2
B’
if fA7E5H then
FRAfE S AT R O BRI B A3 8 0, WS B IR AR5
o,
end if
AT, 50, THEHEIEAET,
R4S EE
HA S U FR ST AR 0, 7 S B 0,
RS RRHE
7, 26‘]}" then
decision=tAUFif 1T ;
else if T’WZery" then
decision=_VIAIIE;
else
decision=fF 44 1j5[11];
end if
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BRI SENIE DT I . %287 SR PR, (EX e
(1 122 S T TR e 1o, DTR3N8 A . ST A 17
DR SR 8 P AT o (2 2 il 454 )
T B Oy ik . BT S MPRERFEIIETT 5, BEiSHF
S HR IR H P AT R AR, SE BB AE . M L A B
AIE A7 9 R AR DAIE B0 5 KRR, 9 ELAE P A
% b BA—ERIPLE. IR, A P015 BOAUERY 3 2Pk A
TE TR AL ORI . Un SR A W Rl i 3 Bl B i, IR 4
A RES SN AT AY Z ax . NI, EZTA R, Y



#0081

TH 75 B8] 45 - T 1) RS IR 190 1 2 £ A A BT S 20 3003

FRIE VTS 22 5 R AR I BL I AR 45 A, B PR 5580 1 22
Stk

FE T RS TEA B I 3 AR 2 30 AR B T R 12
FIRFEEIAIE 7 20 . 2% 4% AR 38 o S PEAR FH P A 2R
Be AT RERAE SR Az pXURS 20 0, IF AR 12 4 B sh 25
HEINAE TR . SCHR[46 82 HY Y 3 KU AL I A4 DAE 7
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BT T B9 UGIE 2 ZTA vh S i iy i 3R 2 IE
HARZ — . TEToTHEE & W IE R G st M B —
FE WA L BRI S H P TR NKE O RS
16 B A EAT ST WA R AT, R G R 8 U W TE 1 R
Jolp I AT Bh A5 AL . HILAR A ) B B R o] T
SEJHPVAT R LR AR R — BRI 3 S35 3, BT
RAGAE 50, RG24 A sl & it — 2 A IERS it . 75 3h
AT UIE A9 L 3 TE T O 75 45 4T W7 FH P 434, R g4
P A0 B P AR

X e £ O RF S A IE 5 W B o] DAk ST 3, AT L
A B A R R L, X R R 7 PR A% TR Y
S R OR A o G A R ) P 51 DG i 8 XL 3 1 o s 5 ot
T ERY7 B A& O Tl 45, W mT UZS & A Y fiE 5
TR AT LA SR 22 4 e 5 T S . 3T ARG T
— B IE T ] A7 XU PEAS RS S4B 1 & oo ik
INUEF: , FE TR 0E I v e AR 1 S8 , 43l A
FHBTE] AR AR AT S R AT IEA, . R E—
TR 22 DAUE SR L, 0] v Dy 2 43 5 A 4 S 5 s ) A
RN, 236 A e E N IEHR . Ah, s R G0k
A AE AR R AR B e A 2R
TR 5 TR, DU fh & “ A AMAGE” BB 4T D K
IAIE , AT ARG IR AR . ELR ST R WL AR 2.

4.2 ZhEFREEEFIEAR

ZTA R B S 2 — S de /SRR S0 ™, 7 [m] %
) 388 o o ik A S s vV 8 B ) S A A 1 1] 1 e
FIFa R, B 1k A P B AR G 1 PR R AT
1RAIF 22 G0 GE R 1 22 4 32 45 . Vi Im) 4 ol B AR 2 TAM B ke
AR FE 2 ALK A% O S BT Bz — , ] 5 MSG Al
SDP Z54 XA ra b 1] 55 P 3 2 V4 ) 9 2t o LA™ B
il FR 2 R R TG ZTA £ D A,
ZTA TE LS-ToT PR35 H (1 e /NSRS 00 AL 1 AR 52
P . LS-ToT b 55 i 25K 290, — BRG] & A= i)
Sl R R RIS SRR 5B A TR AT 55 TR
SR o8 A €0 B P 4 B LA R R s IR 4 i RS
il By 22 b 2 MLy ) 45 11 1Y) 22 9 1 3 B A O =X, B
i 52 T <R £ €00 S 07 L A0 32 S A PR 1 40 e

Hi£2 SHSHAE
BN Y HT 2RI sessionTD, W I Ak fia] [v) B sl g A7 ok 2% SR A,
ZICRMEEE G S= {0 T I 1] B T A 4, 56 T IKUR B T 1 3l)
HrH - decision e{1E# ASMATE, 5 1)
while is Active (sessionID) do
YR 1R B SR
WS R SCEE cixData;
YR 2 Z MG VEAN
for strategyeS do
B RME VAR ctxData, HoZ5 JE 10 S AE S 55 authFlags 715
end for
YR 3 LR HIWT
if ﬁEfoai] then
decision =55 KT, IG5 UL
else if T f=success then
decision=1F%;
else if authFlags | f=suspicious £ it i3 2 then
decision=%i #MAIIE;

end if
WA ZERE N — R DU JE 0 A
end while

Pl . B SEEHE AR 2 B AR R SRR R S R AL
R, SIS [ {1 2 285 ] 1) v AR W RE A% 1 —
A DR s/ R . 2SR I U ) P R E 2R =
B, 53 BT A Ui ) 45 ] (Role-Based Access Con-
trol, RBAC) #E#Y  BE T Ja P 119 7 1] 42 1 #52 2 (Attribute-
Based Access Control, ABAC) R Y D K F5 T 56 W& 114 7 1)
i (Policy-Based Access Control, PBAC )RR . SR, fij
BT 3k A AR X L AL LS-ToT 3R 55 “fe/INRLBR ™ )
oK, T B R AT BOR B AL AT Ak, SE B Ak
JE RN B AT ) i
4.2.1 ZBFEEFER

N TR S ZTA W Z 2R R A BB A 1)
i 1) 48 R 80 6 47 20 B FEAY . LUF #4483 RBAC,
ABAC LI K PBAC 57! .

(1)RBAC f5

RBAC FE Y & — 5 Sy A G D5 Tl 42 i A2 23
b U S AR R A BRI P X &R G R IR A U TR AR
RBAC #5221 1y 4% .0 8 2& J2 15 B F AR (Information Tech-
nology , IT) FUBR 73 Be 45 /1 (L AN & B3 Bie 25 P L )
F2 290 ] LABR A 0T a7 o ) 2 45 B, {4k T AL PR A 3
R Z k. RBAC IR 2 I Tl (s B R 4 =
Bt 15 B web PRIE 25 375 55, 4 0l il 5 A PR T SR 3K [
(O FREE 2552 BRTT , £F LS-ToT R85, RBAC A7 34K
ST 5t S SCRA S AR G RN AL PR 43 T, 35K 76 TR R 3 A IR
B EAR TR 2R DL S % 4 0w S R R A
Ay eIt 8 R A A R BE E AR 1 SR PR
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(2)ABAC 57

ABAC 5 7Y 38 35F 56 F2 A4 114 i 1 ofe 45 il X 9% R A
Vila], Hou] DB AL ik B ) 7 Il ), OF SZ R s
7 1) ol ke 1 5 s A AR 53 ) s o B L SR 3
FURT " R | mT DL 4 it e 52 2% I U Tn) 4 i 75 2K . 4R
1M, ABAC AR f) S it L TET I Pk K . 0, ABAC LAY [
VTSRS B AR e v, R i) 2 A T L S ) A B R 1
5] 35 5K 1Y LS-ToT 1 . KAk, ToT % 45 ¥ PR AZ R , Tl fie o1
THFE AR B YEVEAE RIS IA T . O T A D S A,
AR R g ABAC R R (b B VAR &, s R
WEPEARG AT 55 55 AL BN S 130

(3)PBAC f 7

M/ 538 A ZTA 17 7] 423 i 455 76 & PBAC A5 AU
PBACEI#I 5 ABAC IR B % AHi%E . ABACHEIH W] LIFAE
J& PBAC AL —Fh ST 2K, SR 1T DAL 75 5% g P 11
Rty . PR, PBAC AR g (o RN rhr o 40 35 o4 U

PREE4F I M (0 PBACASTRY T SCIT SRS (1 5 R 3.
X SO R LTI 2 S AR i T R
AT TR SR AN IR A R GA B A AR 9l 55 %
. PBACHIUER T ABAC A RUIX Al 52 L 30, i L 45
T XU 9 R 45 ), G R RE 8 S I A 1 1) 35
SR B XU S5 20, AR s RS sl A I A 7 TR AL FRE . R XL
{19 PBAC A5 AU e A I 3] g RS 135 Sl ek, mT L ) 2l fiph 2 5
SN AT s R DT 1R . T 55 WL, 76 LS-ToT #Rdg v,
PBAC R L3I0 S S, AT L3 i R 376 1) S 4
BB B A sh A Vs Rl AR s T AT L
BLH T 20, JUH R AR 23 T A A L AN 22 7 [
A HYIRALRAY 5. a0, SCERESS [H TR PBAC
BRI N T 2 2 2 Pl N R Ge v, — & R B LA
PBACBAYffI T HLAS N RGAFAER AR 25 LT
&, PBACHIIR AR A5« — 2 TN R , REfS S BRI
SRS & OF Hol IR Z R0 2, il P s i 36
SR I ] BR 25 5 I mT ] A AR BCE R B T
1 55 S 1 45 LA AR T 1 37 35 R TG T A 0. 3R 4
FLAA R 1 = b 75 7 2 A R 3 P Sy BRAE

x4 ZHEPFEEEHIERNE

Vi )47 A Pesi [ W5
{5 M1 T Bt FAE AR A (O R E 3 il P2 S F I P 2 2
T e A e FCBR AT ARE v M T4 RS 2 DGR AR BT ] 5 3R FUBR A SRR E IR BRI

T S PR R A2 A

MELLIE )] Sl 7 278 PRI it LGB B AR A /Al

FRIGHESR AT T e B PR
BB R

S 2 TR AR B Gl PRIV 2 BOR AT

TR | e BN T AR A RSB | O AR R 4 b
SRR VI TEAERERE PRI LI MBI R | IR R AT AR P R
ﬁéﬁ%gﬁﬁqﬂ:ﬁ He SJLFR SZIB N T AP RVI R SRIL
A LN, R DR PR | SN R Iy B AT S R
XU R 52 4 35 A
LRI RIS | AR RN S A0 BB 2 S ST = *
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it 2 B 2 IR AT SR L L A A g

T Ao 52 A s 1Rt SR B9 R B R 456

4.2.2 YRIEIHEIEH A

P fe /IMEACRR” JE ] B SR T AR 5 XY 1 I
PR RELRE B2 A 1 D5 ) 45 1 R e 250 2 LS-1oT Y 75
K, TFEAWHLAL S TR Ui I AR, A REE— 2R
Te U TR ) B FHE . A, T S B 4R
Vi [a) 45 A AR Y ik B =M IR R T 2 IR
B 3 T R 2 Bl 2 O Ak A R 3 k=X 0 7 ) 42 3l
M.

T 22 AR ALY U5 0] 45 1] SR Wi 1L 45 5 22 AP In]
P AR R (4 RBAC #5755 ABAC #5575 ) i 52 T 5 4% 41
FIRCBRAE B . BRI T, 15, 8 IRl A 6 SRS L
BRSO SERE T 38 2 & Mt — 25 A ARR . i,
AT DAGE L — A AR S B R M o, R R TR 8
PE U 2 28 A8 RS SR B e Ko )Y . eak,

Wit ZRAZAZG, A Z PO A [F AR 20 , 9
2GSV IEA VI DA, BiE P AT R RS AR B
Tt BB T ) Z AR . S T T A,
P v A FRAKCR AT LURI T F s A TR BUAS AR 4
FUR 0 Ja 1 2l 2540 Te A FIARR . FE R SE 87 T
i I mT B J 5 1a] 42 36 45 10 15 5 (eXtensible Access
Control Markup Language, XACML) 25 5 s 58 s 5 ok
FE CEET S e s R R s ) SR m , JFIE — S e e
FEm | B [ TF AR IS AL (Open Policy Agent, OPA) [
THEAT AT Z RAZACRNS . R, I AFEE RS,
S PEAG RIS G AT BE , M5 AT B sh A5 I e
ALBR . XA EAESEBR N F 40, SCRRLS7 4 H i 2
FAEER SIS RBACBLRY 3l o SEAT W48 41T 0, 3l
AR LT JE A e, I SE B0 R 6 AR B, R T
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HAE ToT Yy i (03 F M . SR, 22 AR B I 1 AR
P02 2%  MELL A, ] LAGH A B Al SR W 4 1, 4 SR s
A3 R ] T AR B | I o] Ak T L B OR A
HLLBEAR, R T RN R IR T A1k BRI, BT LA GE
1o oA AR G | B B A TR s 45 R DL AR Ak
s AR O T RE

B 33 L 455 RBACH AL 5 ABAC LAY, J65¢ B
HEURLE () “ ff1 D WS, P a8 MRS e (528 T
IRBE) AT BR | 55 J5 675 oK 35 S48, 3 DA RS
(61,60:) B/ IMEA R 5 .

Hik3 S RBAC-ABACIH EEHIE X
BN : D703 3R (user]D,resID,action,ctx), ffi (6.4 4 RoleDB, J& V£ /&l
AttrDB,3EWEAE A PolicySet_XACML.{Z fE 3143 3K TrustFunc, 3l
A BI{H PRECH Threshold
Hit : decisione{ RVFRALHIMAE R LAY
PR 1 A TS CHURLEE )
M userD 25 1 €62 RoleDB FRIUIEA 1 £ baseRole;
if baseRole==%% then
decision=FE 4, %57,
end if
B2 R VA Sy (KL
MR G5 U5 resID 25 1) )@ 14 4 AtrDB FHUSE U5 & 24 resAttr;
HRIE userID 27 i) J&@ 14 72 AtteDB FREUH 11 JE 4 userAtir;
TR E R SO IR AR ORI E P envAtr;
A9 resAttr. userAttr. envAtir 15 H B PELE atrs;
JH baseRole il attrs 7£ 5K I 45 & PolicySet_ XACML H1 8B L 5
13 strategy;

if strategy==7%% then
decision=fF 44,255
end if
R 3 YRR
FIFH TrustFunc(userID,resID,strategy) R 5 (5 AT /050 T;
F1I F Threshold(strategy )15 31 X {1 6, (1K ) 6,5 [ );
if 720, then
decision=FVFFAYL;
else if 6, <T<0, then
decision=4 /M 5E ;
else if 7<) then
decision=fE 48 524 ;
end if

BT S 3Bt AU A A7 R 4 1l S e 3 o 52 e
FEVT IR R AR B AR, B FH S Bt BIL i o 375 1] 42 i 55
W AT S AR VR RE . RS AP PR TR I R AT, 5
PSR DT IR SR JH AT o B IR S TR 15 554
§ . HETR ST BL AR 2 2] S5 iR
B DTSSR, S IR PA 415 [ 37 3K A KU, 5520, IFAR
B XU PPA 45 R gl 25 B s T AR . i, —Fh )y i 02

AT MR P MASU I EES S S, &
SR W RN 25 pR B, 8 A A A A 2 A e
) 7 T 95 1) SRE M, AR A 40 685 S I P WAL i 401 22 ] 4 g )
FERIEAL . 53— Fh 52 LA I B Tl i R
IBC AR ) 25 R0 S P , X635 ) 37 R 2R A7 RUBS: P4 I
PR AR . Oy TR OR R G S, TR A
SRy A 2R AU PPAL A B, ]Sk FHASCHE Fe 44 46
WAL AR H A TSRO R AA S L 4
Fk 4R T Ry i i BAR AR . e

kvt , SEHFATRRAE SR, B 5 R IXURS: TP A A5 80 -5 XL
SIE R, Z SR A b R W 15 (EDRE 2335400 70 o “ 1 PR
il P =2, IR AR R SR R X R B 4 A
7 (B 1 I A R S W DA — PR R A
1B AL
#Hit4 REBEXDERNMBEDEFEE
BN - Vi35 3K (userl D, resID,action,ctx), 5 B XU ) {5 PolicyRisk(re-
sID,op,Rmin, Rmax), KU PEAG 5 RiskModel, 1545/ 48 5 1545 8.
Alert
Bt : statee{1EH BRI, P87
HRR 1 RRIEAR L

PEBCY T I RALE featrue;
IR 2 KU Tl

PR FH AU ASE Y Risk Model 28 BUXUR: 735 R;
3 RIS DT

£ PolicyRisk HARYE resID . op A5 X% N S A KU FR R, 5

max”

if R<R  then
staIGZTF'AF;';';
elseif R <R<R__then
state=FR il;
else
state=HP I#T;
end if
AR 45K FALE
for each alert € Alert do
if alert.type==1%4 then
¥R, SR, AL
else if alert.type=:vﬁ'ﬁ*& then
R, SR T EE;
end if
B KB R RiskModel;

end for

T 2 0 7 1) 45 5 SR e 1o 23 B BER T A
BIR 2 T 1 P sl & 1 A 0 AR AT AT 3l 25 1 B A
FRAF G . FLAASI G ) 17 AR T s o8 19400 4 B 3
FEARB VR T B ARAL R SF G, $p 2 W f AT O, AR A
KB, I 2 T IR LB AR K (S &



3006 W T

EE 2025 4F

Giilad e XORER bR, Wi R E VE LI AT il
S5 M) 87 (1) 760 S G DM 45, SR FH AT 2 DL o387 1)
28N LT R (PP 5 B XA HR AR A TR S VAN L 3
S RE AT B0, FE AR 5 AT VT AN 25 3R 3h S HE T+ sl R AIK
FCRRAEGE . Biln , 25 5 B E KPR BRR E B (I
F 3 32T B AR 5 24541 K R ok s A
BRE. Sh TS AT PR MR v 0T DA s 22 U5 R
A B L MR ZE A AT S ok 52 B . ]
B, R FH 52 B 5040 A PR B R, A i b B AE 2R Apache
Kafka Fl Apache Flink , J8{ /A% FR I8 %% () 1238 | Ff-45 5

P ZAIE A7 o R A 5 R B AR, 42 R R BT IL
o BETT, B L B P R T 0 Bl LU THE A3
FS ST = PRARLEE DAL SR Y S B i R
AL il SE A A L IR AL SRS , ik B
[ 47 1 75 LS-1oT #1355 Hh BE % B AT Rt 52 B fee /A PR
JEI ™ B B S BT R AR HE A R 1 SR 1) R
PSSR R R (5] P RE O A A2 2k o
0t 2T T R G Al FEPE A A L £R45 D X
B A S, AT R — I N A 2% 28 ToT BRI Y 5
R A A VTIMERAZR Ry ZTA SR AR SR HOR S

x5 AR EGEIERR AL

1 f i SRR SR B A G 2
LSS VI BRI | s SRR IR T PN LU, I S AL i
T LR T AT AU
??;f;m;ﬁ st bR | o T S U R XACML S R {jmiﬁg
" g ST 5,7 A3 0 25 B 5 AR S
HR B W R BRI A R sl pL s 2 2T AT KU
T RBAR AR AL | S ks 5 R L B0 gi*\;*zgﬁﬁiiggifi;;‘h?;;%;%&ﬁg; AU
B L R I EH e ’ TR | g e HERBLGH fE
TR
A TR FE S 7 VA o (AP B i
SEFHR T | S PR | e IR SRR AR E AT S5 AT AT
i, e B R e e B I G
DR 2 A R 5892 e

4.3 BEHMEEAR

TE ZTA T, I H R 328 5 043 15 22 42 7 oK
AR . X Bl ) fin 225 5 fige 2 53 2 pg L) ARV ) i
AR I R, RSB KAME T IR A AR 1Y S B
22— ToT 3t 38 Y V5 32 BT, 0 ST I 0 17 32 55 %5
YR TR ) . R R O Rk R ZTA Rl AN ml b
PRZ — ARSI T LS-10T $R 5T ZTA i
HOR, H S A i G 8 30 S HTE ToT PR A
M ARG % Ak SRR YU E R LR XLk 6
B .

BRI TR L R IR AZ IR A T, BRI AR
A BRI P 25 1T B AT 5 0 B n 2 AN . N
S EE G X RN SRR AR . ] T
H B R84 g 5, DR Ry D 8 R e 2 S R AR s S
i T RO 4 BUR AR 1 S 5 A HO
RN ffe 2 L E AR A58, L7 A R o il ok, 22 4
. TE T M rh , Beas T RER L P A=, Joid: i et ==
WA . DR IHE SR P AR RS R i 2 Sk A8 e X Pk i 4
PRI T 0 O 2 S S I e R A R N A . A AR
Sof R 285 0 [ 514, RSA (Rivest-Shamir-Adleman ) |
55X FRn s A [ 140, AES(Advanced Encryption Stan-
dard)"®" ] ; DES (Data Encryption Standard )" i1 % & Z¢
B AR RIE A R IR AZ BR A ToT 1% 45 . SRR gk
PR Bk, anim s i £ in %% (Elliptic Curve Cryptog-

raphy, ECC)", Hit B R i  1& S AR L
AT AR R R A TR R, B AR T
AR SR . AERTFRIN 38025 D7 T, T ] G fe ] B 571
(Field-Programmable Gate Array, FPGA) 165 nm 3% A 1]
DA B ) AES X FRANEE SR il ik LA R 484y
AGTIEA AR TE 1 I AR I Hs g It T Ak
PR K LB 25 SRR 1 R IR 5 A
IFE, RIHRRF T AES BRI 22 b . Suik[ 65 1 41
TR R RO RN B — 2RO
(PRESENT) #5735, B2 —Fh & 114 ToT B4 BT
A TIN5 A A SR P TRT 17 1 A4 g X 28 8 A N5/ N ) 2
RN B ARG S- G RIMIG T B R 4R
PRESENT 7Eff £ 52 B o5 U/, g — LRI T 2
FEFNMAS ; 24 J ] 284K B 4 2H 2 5 550k (eXtended
Tiny Encryption Algorithm, XTEA) Il =% AN i ROk
AR AR ARG - 40 S5 A0 FBE (1 A et S8 T PR AR oE
PR FREE v (R PR ORN 42 4 fin . AR AE IR BRI AT Ak
PRBE ) i HL AR08 AE 52 i R H b s A0 AT R R T Y
FHVE BT T R AR TR U
Sse . EANTEBTFRERE 12 2P ReE L HEE A
ToT A58 H i) KRS 530 4% i

e BN BT AE 1 1) LS-ToT ) ZTA FPilt %5 % 5¢
V. B xR IR AZ BR A ToT 18 45, X 4L 5
¥ (W PRESENT #1 XETA 25 ) BEGE 72 AT BRAGBE 1 25144 T



#0081

TH 7 158 45« T 1) R MRS IR 190 14 A5 A 8 BRI T 2k 3007

PR Rk EL 22 A0 T S AR IR AT
TARDIFEFN R ROR B TR, BB 1 RO A% a4 22 4

PEFISZESPE DT SCRF LT R4 T (19 ZTA , R B R 401
R R SEIS AT .

®o6 BEHMESEEMEILL

LT

INETEER | SRS - s {733 WS
SO g | s L) M ARE | TR A IR ERGR G SRR | KM R AT

(S5 FER BRI BURF R
feGm&ER % | DES™ BfL | Pk ) B A PR WYKL L e CAER T m etk

RSA 1% 7]

LAk ST A

RIS BYIKRER A | Bt s BvE4 . ik

S Ak S g
PRESENT | JE 25 | Do | poalC il FYORZ s | B o thA s S s prik T4 . ARG
A IR, SR A S
Zane XETA" = Pk | REREALE A RTIFREIR
f;;& B bk | RS AR & A P,
veeo | e | gy | FORIMLERIRE [ SRS AE MERECE
: BRI B ERI oy SR
4.4 IGAFA BRI T H AR, SR 2 SLARTE A L2 JRUR B0E A9

TEZTA 1 IGA 5 TAM AHFH AR B8, 2 [7) 52 B0 g
FHP B4 N B 4 A i J A 3L TAM A IAIE 5 17
(1] s i) 52 A B0 A UE 5 R A B AR 9 1GA
D508 A 3 07 A i 40 R B SR A B ZTA TG A 7
PN = R N BT o S I K s e A SO A e s 5
e /INKLRR T U] g S By A i S A B AU B
B i W TR | B4R ST 2858 AR AIE
S5 B A RRHETE 2 ¥ 55 F T UT IRV . 76 S Bl
J7 1 AR P B BN B A A R —
. TE B Y Oy, B A B B RGP RS A
1, HABR A] e bl & 1 6804 55 A2 kMR 2 . IGA &
45 T AR SIS 10 3h S PR AR, iR R A S T
T ELRIARR . 72 B O W O T, B BT SR [ AT
T TRF L W AT o] S5 AT S AR N ST B fih & 2 4R
o i EA TR NG . FE SO i, 2 B AN R
T IA)GE PRI, 200 K Bt SRl FEASCRR , B 118t B AR
H . AES R E T ICA REETE LS-1oT H 17
TE P BE R ATURN 5 BB [ 2, 79 A X IGA 1T KR IGA AT
55 o3 2% i 2 A AT A DO AR X Bl
B 2= H b, SEERIRE A B 00 9 40 A 8 BERN AT TAE,
W R A 2, A Sh AT B VR OAUE RN RS 45
VE B PR 28 B 0y 1) 2 A A — 0

FE LS-ToT MBI 45 ] BE 5 BN [ 11 ) 285 3
HUU A TGA R VFARRZ [ L2 B 5 B, S0 Rk
FAEZ AP AT IE ALY, B & IGA il ok
TP B AL R 1 XUBS: , H TR BRRA B BT VR 4R 3=
AR — PRI T IR L PR, ir
FUERE A C SR A DU B X
RGN KAAMET ARSI HAS M RE, T
ARG S 56:30F O 03 10 AR AR =05 7. 55— R

BUR B AL BB A DGR AUT 55 . X R AR A T
FH P BERARG AR, ] AT U 22 05 DIMVE R 88 vh A 22
SUET AN, SCHk[ 74 18 T A 4 T RIS AR )
fE U T A GEI I TIGA 2 4t 1Y B RA 2% 58 19 ) L . 5 7
LA G Z B IGA , DL AR T P 5% 45 F1 5
TEATATTIRES N ARREAS B — S 1. T R4
ARG A N B B 03 50 o] B8 T BUH PR
FEAIG . o, B S08 SORHR  FH  IR B PN BV ERICR I 56
AR Z e vl AR M 2 R
RN FHAR Y, R4l T S e iy ad 7

FT BLE T 1IGA HARFE WAH XDy AE il ok FH
B AR PR 3 A 2 TIGA 2R Ky | B o5 5 il 45 4%
AR, G54 XHEE SERTITF R, AT LA R0 S8 BN ToT 15
F R TGA PR 0 26 B 22 G PR AT Sk
4.5 LRimLEFAR

Wil 5 L B T AE RS Bh I N 1 B, 2o 15 4% 1R
FH P TR 2H 258 IR A T2 T, L R 2 e ) A
b . A6 LS-loT 5, KB B3 i B R A % 45 FRBE A
KA R, — B B B0 i AT =, 00 )
BB RN Z B2 . W AR R E AT (5
FELE A S W ZR G0, AT B 5 47 - A0 A T - e 3 A
RHITAS B L, DT R R 8 e ity e 2k L 7E[R] 2
JTR I ZTA A2 4Bk 55 SDP 48 il 5 19 < Ui [n) 32 44
TR VEAS AR, 5 MSG H X 2R P4 i) Y kA4 358 45 3
PRAPAEDC , 35 DI ) DR B 28 S AN 2 1A D0 286 T )
M. 2 8 M4 T NI A& e R AR AR 58 M, 4
LT EE 2 0 TC B SIE LT Al 5 F S5 B (Trusted
Platform Module, TPM ) Fll TrustZone . & ¥ W 45 25 2 i 2
NG X ARILES N LS-ToT i &4 T 5 =
BRI 2 G [ AL B G b 2 T ZTA (52K



3008 H, + ~ 1R 2025 4
KT ICAEARERLE
R ik SRR I i
b o | IR NBURIEO L X OIOQIAL S0 | BODOIAL: O™ et | R SE T VW
YRR W P S B B 5y 1) 4 1675 3 B A LB B YR 5 e
P 1CAAE % /M SO R4 B 215 oMt =oh | Sl R & 24, BT 2y i .
i E L E e s v
SRIGA™ | AT R B £ b ol 92 | . DGERUE S e | iﬁ;;iiﬁfj =
P4 B 53 9 1 2 S B Y02 A VR — Bk R e
PR BN TCA RAE SRR | P B RA MR A XL R TR
VR 7 6 24 R 1 01 27 I B 5 0 S
geaicarn | T RPMERSIR ISR BRI | ms e ain | R I e S
B AAE S A AT AT o e
Ak o)
e | TEVCA MIATERLE (R BBy B | IR S AR | BRI e AR T
. R STHAE AU SZAIGEY] | AR RS TR
SV P AL AR 2 R G RRLIRR | 70 f O I U v B I8 L A
CEAR S PRI 15 4 D 2
B A TR 5 W A A 0 P P R BRI | B Wi £ 2 PR 2 A ﬁ%ggﬁfzgéﬁéhﬁ
e T 22 A b R BT P A -
4.5.1 ETXinWERESTIMNLESHEAR IR SCRRL77 142 8 T AR shise & W B 75 28 - 2

I RIT 30 1 28 S DR T 58 70 0 2 1 2 1 09 A I 2
2 IIbE7/BE RS INTIH I ESIE - S a2 N D VN T = DR 2 SRS
R = B R B AR B R A
WSS BN A5 L R EIE b et
i, (AR SE P P v 5 T B A DAL AT AT A A e B
HHEIFHAGER . R T B RAIE T R 2 —1
AT B0 =07 R B B o R AR R R A AT
A% 0 I 22— S AANE AT X G Z G AT 4 A —
TE R I, BLE ANE & FAF R R 45 .

OB Y BIFTE T S TE T 86 B 1 9 312 IRy
T . X BT i Ao ) P A B A ) B R
BEAT NI, B A B AT 3T 8 A0 2% G . i, ST
TR 176 148 1 ) FH 82 45 808 14 14 P i 2 AR i 5 B 3

SRR GE P A AR LR 2R AR S BAGIE 5 SCHR (78 ]
o FH2 R AN B 48 19 T SO R S B B 5 A 5 22 A
HIE .25 BT DA UE 7 3 20 o A 4R 5 7 0y LR G 1
P, SEBG BEA FF S s SIAIE . AR TAR G %, 2
TR IR AU S A 3 G B IR A2 BRAY ToT 15
. AHRAEE 2R NS A G I, YRR
P T BEXE LA 4 17 B B a8 R L DA T 52 i AR A 7
PERIRGER) G REYE . DRI, BOR 2 IR TEIT IR R 8
ZAYR IR TERSS G R G IAIE Tk . B, SCHk[ 58 ]
A LI TN 258 08 S ) 7 22 oy B2 s PR R A7 BB 45 A
TR, DT S B 2l 25 o B B A R AR AR 4. Ak
RIS R B ZINEBOAR 4 v ToT 283 (4 %2
A ORBE R 2SR R B 2 e i T A RORE .

R8 LIRBRERA

el PRI BB et E
S R AT A W 1 (R R AE B
ST E I % ST AR S R
e I P A R £ TR (SER%
A A B B L TN, | T 6 16 0 e i A
e s R
ToTH I E A2 PRI
o VEBRE PF 02 2 IR TR, | BB 2 R a AR B AP IR | 4R o I B
Rl et Hlp 6
e VT A MR AR 2 A TG | B PES RS SRR R e e e | VeI B Bt B A
rustZone
ST LR 2 . R R W OB B 10T 1 ToT 4
% A A TRAHAE | s BT
& * FORRGT AL | MAHAREIS RO TET | o e shse e BRI | 0T 20000% 2 ek
T K R 581 W AR AT
LT Iotel SGX | FFTREIF 2 2 AFhESE AN | HE B NI R) FUSTE et b 1 | o B 2 A e RY
BRI | W 2 T R G A oT FR b

4.5.2 ETFEREHRIHLEEAR
B 22 A B R AP B B
FRVTIR) . I BEHAR B A A B U T A | 2 By 4

7, E[[,:ia
i ySA

AR ZHZAL

BROVE S A7 B T DR 28 i 1) 22 42 TPM Y Trust-

Zone 5 1 B BEF 22 2 B . TPM JE—Fp 4 ] 4 i {7
A0, T HGRITT RN R G2 2 . TPM O 7 3d ik



#0081

TH 75 B8] 45 - T 1) RS IR 190 1 2 £ A A BT S 20 3009

ATETHEALEN L, B T — 2 M Dine, a0
Jons s A A A RIS B B PR ESCH B S R R
PET R T BSR4 A Ve TPM BB AR B
WA BRI B R UEEYIRE, TPMAE R —
AR R S A ik s AR T 2 2 IR L R
B, A7 8057 30 A A (R Tl DR AP 3R e BRI 1) e 4
PR, R 51 TE B 1k 68 7 2500 i B8 A DR B S ECHE
J7

TrustZone i 1 76 B 2% 51| $2 44t b 28 Fn 22 2 Ui g
it DR AR S FNERAE B 52 R 22 A B U7 [R) R R A
2% Hofg KAYIRE 2 TrustZone F4b 3R 48 57 N 224>
JL I B | o 1 N R e oy L R R O B X (B 1B
i AN 2l AR 22 4 SR ) g e 07 3 ol ol A
GO S I, AHA T ARk Oy SR T e A R b A
PERAIAT L B T S RE I AR b T A i i 25 1 28 A
4kl HE AL TrustZone RS2 22 & 804E &
S0 RN A, B 1k SO e R R S EU A N S
I FH R 7 9 O, 3 2 4 A 2R B0 L R 22 Trust-
Zone B4 BB AR R G0 ToT 5 45, 45 1)
SRR S B AT B A A B 27 LoT A i ]
TR AZ R A S il AR MESEA T B AR . SCHR( 82 14
B EE T TrustZone-M Jii I Hil 25 19 o T I & 255
GAHEY BetE A H OR P TR IR AZ PR 0T % 45, 5
LS-ToT §% 5 2% A BE3RK . i Xk 2 3t 1749 W 42 [) A 2 Pt s
L N EEFBRZ —, SCHR[83 N T —E T
Ui W R G, TR S A 1) 2 2 0L . R
GEIAZ U 2 HE TAT 0 o T W A2 R I AR, 1) HH e dls
YR X v S AR HEAT AT, AR E AN
TCIT BB A7 S 4k s B 2 ) e B A 5 R etk e
A B8 2 B A b 2 A7 Ry B RRAEASE 2, AT 1T T A2
170, LB L Az R . SCHERI84 142t T —Fp 3
Intel SGX A I A& 28 bty W 455 ToT BEATINIETT 38 A X
e 58 e v 2 4 7 SRR L X — 5 2838 1 R Intel
SGX W42 ARk, REAE 7E AT A7 PR 58 v o8 e o TA
UE, IF S B 2 30 5, 0 /0 T A U R 2% iy 2 4 1Y) Y
W, B PR 15 £ B 3 1) L SR 5 52 3k
4.6 MEBBEEAR

Vi it S P U A A ) 9 0 RS 5 43 b R A F AR
b, i 4% 5 VLAN/ACL ¥E LLAE J& 405 4H0R7 B R A2 68 3 3
SR B ST A EAT A B s B, AT A
S PE A3 R A A2 B A, AR AR P T
T & A BN T MR R IR AN B A R
M 5% (4] A€ W% T A 26 o 0] 8, DA 1T S 30 e /N o5 T 5P
TEBH W . 25 B S 2 S B MSG %0 e I B =K,
] B >Ar SDP 4t g b 1) A F1 A9 “ S /N R BR 1T 7. 7E LS-
ToT FR5EHb A1 AT I K 152 45 1 45 AR 2 1) I 2% 45

28 B g B W AR G

A5 LW 28 (Software Defined Network , SDN) J&
— o I (18 00 245 SR A 3 3 AR RO A e S A, S
B 2 5 T 2 B BR BT, Shy 2R B R £ R 5 ) S R 4
HESRAE 100 S FE . il SDN, RIZ& AT LRl 430 24l
SERTIR B, B BN T8 A5 52 B R S R A L X
ol AL B2 11 B 225 SR Wk BB 8 A A8l /b i i, 7 1k s
HAEATR M 4 Be 2 18] F il B 5l . SDN 4R T S8 i 1Y I
NN BRAE RT AE 2% 1 0 28 It i R AT ORGS0 26
TRIFRI -6 33 { 5% 190 4% B 725 5 WS AL R 08 2000 iy
S, A BEAR R S PR LA T AL LA DR A A
) [F] 2 T P 45 305 . SDIN A i I 24 A8 L 63 3 o 4
32 TH 45 S P R O £ 1 ISR S A L AR A A R
FRIVSEZ o SRS PN 41 3 285 S it Do 2% B 2 . i), > G 00 1)
B UL A, SDN F58 il 4% 7T LA 7 BV 9 0 I 4%, B 1k mT
e A SRR PR X kT SR, SDN A4 A Bl
A B R 2R G0 R0 RN BRSO (4 (R . Ry T i sk
[F)/, £t Ak SDN [ 24 ¢ 5 43 B A AR — A 0 7 vk
i an, SCHR 88 J BTt 1 — A2 T A% 11 SDN ¥ 4% % 15t
G A BO R Y, 2R A B8 I 2 4 P 1Y) ) B 8 8 3R
SRR

VLS IR TS AR 9K B0 1 I 28 B g Bk . e 1 A
{FAEI3H T SARLISIE = F 3R 53 % 4253 B, i U5 (7]
FE A DX oy uVr R 2 SEE T B Bl (R IR iR i 45 5
S R
k5 EERINNERBEE
BN L eV SN T, BEjeS MR R T, 5 AU 7,
BB AW
VT R I A={a)
BRI TR RN Eh S 40 B

for each i€V do

for each jeS do
if ITi—TjISr then
i AR
end if
end for
A B AN UG e, 7 22 B ke 4 i Bk
end for
R 2 AT A=(a)
for each T5[IXI(s, d) do
if s Fl d 7E[R]— B P al s 1 d 7L BL 44 58 W then
a =
else
a, =4,
end if

end for




3010 H, T

EE 2025 4F

M AL A S AL B BRI T IR Z R A B B . X
SR AR ANAY AT AR A LA 5 i 2 ) A B S 5 B S
085S I = 1 R o N e v 35 s R (R = el LS N R

ERE S VIN = % A R /B o) Wl R Y i 2
T S7 Y B AL EREE  BEAS MR RUBL AT LA 2057 OB R 58
O D 00 48] 4% S 20 R U0 A 1 B8 A i R
B, oA LA AN 25 52 250 . 12 A fh B R
— A T BRI S R 2 A A A A — A
RG] Eastr . R EIE T R A A
O IR BT RE S A S A HER B N 22 1) Y
fE.

HORTE LS-ToT FREE 190 4% b 29 02 S I ZTA 19 ¢
BEFEL . W BUORE 45 A e S B R  fiE
AR AVR O 28 T AU, DR e 15 28 VBN 1) 22 4 . R
K, BEE BRI K R, 2 B s AR i — A Ak, R
ToT 4 A FE HE T s A7 7 i PR .

4.7 BEBIERFAR

FREE I B R BB A ZTA 1) = KB BE Y
SEBRAE PTG TE Y | X 2% 2 B SR Mk s A, R
CRAFAE MG A IS UE" 5L P M A . % T LS-ToT 1M
T A RS S R R Bl A BN T R — 2
RS2 YD e RS o B2 o o ) B W )
U ARG N, R W 4 5 R SE AP A S sk Sl A A
WS 5 I BT 2% | 2R G0 LA BB 45 IR aB AT 08 , B &
55 4b B 2 A UM, DT AT R s T % TS 1) 22 4
ARG LFE F T LS-ToT AU RFEE P H A
4.7.1 RREIELES EEHE T

TR XT LS-ToT H A7 78 fog A7 Ik it 19 S5 B 250408
T B b PR R BB X Ok B A AL R &
R0 R 281 A5 1) S At B0 A 7 R W B A Y M
A A X i A AT DA 2 D % D 2% B s ] o
B DEAT IR SR AN Ar BT, DT AE B i 1 o 1 P R 3
SEH F SR U . BN, 7R AR RSl R a A
Tt 2 BCH A B Ko T A SR B B R A S s
A3ATT T LAPRHURE (7 380 S TIO  B A A U
FERZE A RS . AT T A2 ) Sk i85 1
JEE AR (UG oy B SRS ) A T A, AR B 1z
4.7.2  ALIRZNH BB

M T LS-ToT #5210 & 2 Mk i F B 2 #E14k
G5 F T F U B RRAF DC R 9 Wa 45 2R B8 L 28 A8 12 LA g X
S PR 2 4 . 3T AL S ML 2% 2T 1
DAY fi8 08 K B S A 5080 vh 2 ) “ TR WA T8 R
I TR L AT B0 2 e S G O T, G M
B (AR 28 AT ARARSE ) W] LUEE ST RS ek i 25 1
IEEAT AL, — B 9 = 1E 5 SR AT o BT i
REE AR T, AR B AR ) 2% X6 g

Yot Bl gt AT U2, U0 8 WL A5 O FLZE 8 s
HH B, AR AT S Ao A 4 2 2] O 2 T ML 3
b ST AR fE

TEZAFAEIRIE T, X B BEAL RN A (T LY B
LS-ToT FRGE 5 S B 5 5 e ol B o, ik BT A )
S5 R 5 B B AG AL VAL Sousal i i SRR 3, A sh ik A
S AF BT AP I, 52 B 407 (5 A B4
4.7.3 HEERE

HS SRR MR O AR Z — WE LT
Y% 25 BRI 448 3 (Security Information and Event
Management, SIEM) &%, IRk A ToT X % .M
KA ML TN HEMEMER =2 %
YRR

TEAE AR 5 T, BT A B B i i 2 4 H Ak
AR LEIHFETE SIEM - 15, LAE 6 4% 2 0 AH B ST
FRFE R ARR R . 53 SME B REE ST HR , RGNS
SEIE HAEHEAT RGBS R IR B S BEAT SCHK , A B
BEOBE Y VUt 4 4%, Bt 4t 4 22 22834, Ol B 4 L
A JELIN 18] P 5 222 A T AR YR . {5 4 il o SCHR 224>
RGP H A, W] e s B2 2R A Bl B AR, AT 2 15 %o
0 245 A A RIS i 5 4w 107 SRS L 3 2 AT L AR AR
B A BLHT R il 1 STEM (9 H A5 98 5 ol fgid
AU AR TR AR TS T B W

TE LS-ToT PRE i, 1 i H ki 2 o 0 ™ U 114 17 it
3z B PR, X8 T H L EOHE i 28 v SO R 4l A
AR R H A A SCER193 42 1 T —F LogBlock J7
¥, a3 A RS SK AT E R HES H RS AR B A H
AR AR, N2 R H RSSO 48 L, AR TR 58
8 .45 77 3K, LogBlock i 4 &5 T H e 54 Ak 2
JE SRR TR 2, i H O 5 S S o B i
HEpR R

5 ZENVABER

AR R ZTA 78 LS-1oT 3R 5 i 28 L3 JH )
s, AR Tl 1T 5G BT A Sh 2 3k AL I, e
HEAe] Sy ik SRl SRS AT g 2 AP, JF 5 | LR
Wi X TG Z 2R EIFHR & (Cisco’ s Guide to Zero
Trust Maturity)** 5 (Security Outcome for Zero Trust:
Adoption, Access and Automation Trends>>[95: (LATF g R
CEBLZTA VRS )) SR ZTA S5 FITE S AT ATHE

6 7R T ZTA1E LS-1oT H i JZ KB i, 4 15 28 i
BHE AERE SR SR T =A% o
Pr S5 PR SCRE . GO T IR, 1 57 B &
RN 2 1., BN ToT PR B (18 B8 >k 5 R DG B A
F . AR R T R] , 57 TR 23 2 00 B T 5 14 a2
LR R DA R £ S IR 2 Y



#0081

TH 75 B8] 45 - T 1) RS IR 190 1 2 £ A A BT S 20 3011

Bt ALk , LAOR BRSO iSSP AR M . P2 R
GERIAZ L, CLAE AN AE B AGIE 5 A . 45 R AT E
RAESRM , 81 3 45 1 BAHL A B BRI U5 R] . =

KA
e @
P

S R 3 AT 5 DR R S AR A AL Bl R 23 A
SRR, X W SR B B R A T IR S A, R R T A A
SRR B

AI&ML TR
D

HEAE

B

B Gt
. MSG

L

s RPERRE L )

T R,

SGERIT IR

H 32 g% TREIP AR

Ko  ZTALEM RN I 5y 2B

5.1 RfFH=:TlToT

Tolk ToT R Ge i Tolk ¥ il R G0 5 B BRI 4%, fif
V& AL RER M R B RENS SC AR A Kb = T Tl
H LR . SR, 5 A G A R T R Y
AR B R A AE BOE A% S R 4 A 45 2k
R e (T = ol B | 4 =< I O 2 = 2 S B K B3
W52 2 A% G i 300 5 977 0 5 s X A AT B 4. VR
ZTA VAR ) R, St 05 A1 P 48 R T AR 61 407 52
HEJG B N BB 0 n] REYEID T 9%, R, 8
it A sk 5 gk, AlaE Ry A AR £k = B RE 1 38

T 14%°

TE Tl ToT 375, ZTA 7T LA i 22 )2 35 Tn) 4 1 5 |
B MSG A w46 22 A . B0 R P B
T B2t 2 N GOy 56U , 15 ) AS PR AR 91 3% 45 0 1
VP4 sh A5 A . SR B ABAC RERY | 22 85 ] L X3 48114
V7 A AS B 47 2R 3 A5 B, S e A R 4 7 1) e
GEUR . SCHR[99 |38 ok 22 2 1 m] 45 ] 03 T 4 AR R A
WAL AL, 72 Tl ToT 4l o8 28 5 22 4 1 ZTA , K
PETE T Mg Ak TR T A Sh ikl A v, 4
G T ZTA 58 3 4067 BE Vs ) 42 i H R | 38 2o 336 SE 45 i



3012 H, T

EE 2025 4F

PO 78 1T U A5 AT 2 A it 4 1 ] T4
A (Operational Technology, OT) ¥ 35 , & FF T XJ 4 7= 34
Bi Y 4 0 AL e L DR dR /N BCRR U 1) )
N N i B ' e BB+ S T B ST R i |
KL 0 73 B, B Tolk Beag M i R 24l 2
JZ By B B ORI 2 ] 38 A A A Y . 3 e X e
J5 s, BB AN B Bl et | AN 25 S 0 A 150 5 1) 42
SIAAT . ZERlHb 38 FH LR Predix - ORI T T
KB 3 AT g oy 58, S8R0 T % AR 7= o A v RR S 1
HHE WA AR B DR Mk PREE R S AR M R
R i 4 A 1

XS PR R B R IR T ZTA FE Tl ToT H Ay B 1
FH 458 591 2 B0 P O R 15 4 RN B A £ 52 199 4% e U T
CERE ZTA PR 5 ) 2 B S0 A5 41 S5, B0 1t = 1Y
A B AR IE 50% , BT Il 4 AR F) 191%, % 42z
OB T 90% , LA 1 A5 AT Al e ) 25 S it
A Al S A T RE 2 I 55 3 Sl 55 WS T AT 3k
63.6%'94’95J.

5.2 EHIHRSGEST

5G AR Ko BESFAT AR Ok T RIS Ry
BRAEIERRIZTT | BT B A ELIBCR R AL E A A B 7
THT . SRTT , B 74T Ml % B A B R R 2 4 A 36 W s 1 4
K, BT DAL WS B 1) 4 A8 a2 A Tl
[Fi) s, S I 504 Ak R o IR AT O 1 22 4 A R
JE FEPREZ — . BT A T A AU Y I (]
W) 17 5040, T A2 49 140 10 %85 12 T B 2 484 I 5 4B 3R, 5%
M2 W4t AR A MERA M . DRI, 5 R P e A N A 1
AT R B AL S TE 2RV PN 2 4 .

B A 0 26 50t B R R HE I , BT AT A S fR &
MR e . BT IME AR LR TE
BEIT B4, LR AE A T B IR 55 % R 4055, AR il 2 Fh
Tl . R B DR BE B A5 1 4, SR AR AT L 2 4 J2
AR Z — . CERFZTA AR ) BoR , ZTA R
T KR B S e AR TF AL (4 U5 ) 42 AR Al
T BEI TR P IS A B T B R B A
MESR 8%, 8 By 42 405 I, AU N AR 24l
PEH T AR % 407 58, N IBM 43 T 3 PR FEHLE
BT B 44y 22 4 i R J7 %8 IBM Security Verify' '™, A
P A 4RI SR AR 6 00 ) 22 R UGIE RLRE T4 1Y
AV R S AR T SRR A U T A
AR Y 22 vk, ST T A5 AT b i S/ AR iy
SE By k) . =2 W (CSA) KA (BT ZTA
(0 B 7 B4 e )RS B FE 4G T BT IR 55 WL dn e
TE B Y7 A% rh Sl A5 AT 22 A 2R, DL X H £ 5
P18 D00 245 A o PN A I . 4T 2t 3 T A5 A s B A A
9 AN SR : By B as (W2 0 R Y RN ERCHE |, T 4

O3B TR SR BEIT B A i . CSA ity
A T8 R A B S 7 )5 ] MSG IR
WA AR T B, ZTA W] LUK 38 PR 7 5 1 22 4k L iR
S0 1 3 1 PR SRECHE it , J2 H TR i 2 2 5 58 . TR
AT, 56 BEY7 e T4, 40, SCRk[ 105 981 T
155G REBI T IR T, il i ZTA 4R T R G % 42
PERBSFAGR Y, A0S0 MT T 5G %85 RE B 7 Jir T I 1) £
BRI 5 A HAR TR E mi TR T
R G 2R L A R b IFIER T 3T ZTA 1)
LA REAEIREVEFPERE B IAF G FU , BB 4% A 200
X 5G B BE B YT IR 1 4 Rl Pk . e CRE
ZTA VAR ) rbofis i, 478 ] S uEAE sl /b B2 7 3l
KRR T T RRINGE 5 ) 7 B e 4 5 T, B AIG
T5.3% 1 90 28 A it i JXURS: 4.
5.3 EHG=:E3HER

1 1728 G A PR R fofF 5 1 2 R A R IR
AR LS . SR, BT 220 5 A0 S0 3015 v AR )
2%, W28 et it R (22 e B W B =2 8 . [ 3l 2 3k &
&5 THI I 1) =2 2 il 0 435 R30S 4 A A5 1R
S . A S B A% O PR R AE TS5 B A b BRI
FIEIR3E {5 1Y 28 A AR . ZTA T BEAE AT M) 22 95 ) 107 3
FETTHE T i e k.

ZTA 8 i3 22 )72 B 07 55 Gk A 2% 38 15 i AR A8 15
TR AEYE . AU R AT B A R
P2 N2 By Bk, DB G 28 A e 4 AT
AT LA I R G A A s gl AR v RO A S
A PE AN P R 2 ZTA R TAT M ah B 5
R AR PRI = 40300 175 5 % 10 2 4 il ik S 4 4
TR AT SR FE AR B, 2R G0 RE 05 U I 0 1 T A 1 I
R IO AR WGE AR AE S 0 TS . FERHE
B, SCERL107 [0 T —FlE G A sh 2 Y ZTA , HOH)
AR RAFAR A2 T S A UE AT R i, e
HER MU 20 0 & A AT 3N, L AR R R R B AT
A B 7 AT HE s BBH A, DA SR PR IR B 22
S A BB . A ELASE T, WA % 4 e [ B
25 g R 2 K O 4 FR AR A B ZTA B L B AR T
AE MBI e B IR ek . TR i e s, WA
AR DL SOy B DA s A AE AR | DU O IR
Bl LAVT )R A S 0] St A e A B 0 R
O VEARELNOC A is E G IR G = Z P AL
AR . AR, AR 4 4l i A 22 402 W (On-
Board Diagnostics, OBD) 1 40 RL AL W 26 G2 &
(Telematics Box, TBOX) \iﬁﬁﬁ:ﬁ?q%%%ﬂq i 0] Fi 5 2%
{5 AT PRSI RE 77 , PB4 36 I 25 AT JF- 65 M
R e ol iU e B o= s B N T B = SN D e S
h#.



#0081

TH 75 B8] 45 - T 1) RS IR 190 1 2 £ A A BT S 20

3013

5.4 RHFSE . mEHR

Bl AL 55 Y IR I B AL R
MM, 53 TR A B Al M 48 & i A AR 52 VPN R
TG 58 A PR BRI 2 4, 530005 B R A0 JRURS: K i 4R
Tt ZTA R R I A IR T R % e .
SDP A, BN A5 U ) 3 >R 0 7 il 1 30 25 B 06
TE A ] 4 1) R . B3 T nT LAGE i SDP 5528 7] 9% PR
ST AL A VE R T REASBE A8 (107 ) AL BIR 2 M 48 S A £
TEVEAh 45 AT . R, ZT A SR & i 48 S AR 5

PRI F S IE g

P ¢y
a

P
NS

I ]

Ak e

BHEEE
ESINRS

R M 2 A RS By Lk B FR 2 AL 7 1)
CEBLZTA AT S T8 L Al il i 52t ZTA | BEfSH4
R RI TAE AR 43% , AR IE = T 47%, B
FERTE A T TAERER . eIl B FH 7 T, Google
1) BeyondCorp % [ JEF X INA T 50, B ZTA HR
A TAEGE VPN B OR 0L T TR FH e Fh s 4, 2 BERS
3 3ok 5 B Ay 5 T N e T XU 1 7 T 42 o <2 4 i 17 ) 2
FPEUR . a0 7 R, R T BeyondCorp #0021 14 AL
KB TAETRE .

4|:| HURHAR R
—|:| R R
R
4|:| By g
SR (R U Bt
B

_ B
_ S A
— B

%17  BeyondCorp AZCrZHLAF F T A it Bl g 10!

WAL, A T ZT A BT T Kl 557 SR B4 S e
BeyondCorp & 1] A gl k.73 Be T B ThRe A B, B A0 4%
BB H A T BT R 2 ZTA v O g A L
b 3 AR 2B Ty 2, FR [R) R K A FE N 0.8% [ AR F
0.3% , 54 WL KA B 1T AZ E AR LL , Beyond-
Corp T EAY S5 ) IO T 3091, 438K Y Beyon-
dCorp 5T H 2 ZTA YR B 24t T BARRY 2B 28, R
T RGN Y s i AR B R T R T
ISR T 282 4
6 HIARARRE

Bt o 1) 4% 4 4 S A 4R L8 A8, ZTA & &
PR LS-ToT H 85U 22 4 A A% 0o iR . SR, TN H 25 52 2%
1 ToT FREE , B 5 BB I TR B R BR g E— 20 A i ke
ZTA (%) = K A% O BE 7 T i 9 R A5 a) A . AR 5 R 4R 1)
SOCHE R AT I AR , AL 45 LLM A2 1 AT XAT 1 %%
TR LLE PQC, I 43 B ix SEH R Anfe] 55 ZTA AR5

SR AR 11 T 45 2 A BRI SR A ) W R B . Rl 8 BAR T
ZTA RN FHF LS-1oT () 7 R 26 2540 . 7EEE R 2
KA ToT 45 S R AEE I A 701 20 Ab 38 T RIS
PQC H ALIUE KRB i i 4 . fERemir=m,
LLM 54 i AT P [) 6k s 5 #5004 7 S 4G 00 D
SR A I, I 15 Bl XAT A S 30X 5 T80 15 5 s 1) ] i
PR AT IR . ZESR IS HAT)E T AT SAE N ZTA 1)
AR HPRATE V5 ST Il O B S AR AR IE S
2 Uiy g A Y o5 =2 ] A A R F PQC iEA TN . R
LLM A et AL XAT 2053 DL R PQC SRR HEAR
AL A LS-loT REE 4R BE /K e 2 A PR B S5 T 3 i
6.1 LLM

LLM JTAERAE [ SR 15 7 Ab BN AE Ak 3 vh R 31
TSR INRE Sy, FUAE ZTA th i R FH TR KR TR S8
TE B0y B0 0IE RN 8 25 U 17 42 1l b A o 82 66 . an 1l 8 i
7L AL T BB BT R Y LLM, BB 7E £ IR S A Y ToT
Bt b DO SR AT R A S SRR, T TR B A 1



3014 H, T

il 2025 4F

g

S iNE
Vi i

P
ﬁ ZTAFHEHAT 0>
7
2
ZTAM % ZTAM > ZTAR %
Kl 'W&ﬂ 'mmm
L I gEER AR
ﬂﬁﬁ*%’f%ﬂﬁl T RIS T
I AN .Eﬁﬁ : )
= I’ N e b 1
i B AR .E: LA
| 1 |
o B i (B
= =7 ! = !
° L Xl @@ @@ ol xa
oum MIRE e mar |
| —
PQC | PQC |y
gz %
‘ TSI
5 ¥ ¥ EH
Y E rn I
: ( & = # 0-& e
PAFEL BUTEL B EEE2  RAN

[

&8  ZTA N JHT LS-ToT (1 S I8 [ 2% 45 e (5]

S JARE , -k S 2 R e i) e R LR T A

T ToT & A& 5048 /0 AR )1z BRI Z8E 15 1oT
Y R TR LA A, 1 T U DAV A DT A A 7R £ 4 M
PEAE T LLM L 58 K o 4 A E 7, B A K
it iy AR S5 A E s T AR BCA HAE S v LU T oA i
Y LoT 408 . LAk, LLM i H& 5w Kz AL ae /1, REf%
FER ] 5 MR T I A 5 45 B AR L X — 4
PR A5 LLM 75 1 X5 58 RN o 264 28 4 J B s, i i iR
S N IR A RO T 58 . BN, FE Tl ToT 1, T
M 45 il 15 B R A% SRR SIS W A 7 R S5 R AR S
LLM A LRI 235 5 AR S R 38 4 81— e — oA
RUrp i A D s B s A T A (A B T . ZT A D) )
FH 3 SRR 2 L | 2 285 b R R 18 4 O U TR AR B 1
FEVFAE RS N A5 £ 2k B2 15 [m) SRR Bl itk A7 G Ak
PAE . vz Ak fiE S b 315 LLM e 6% 76 A [5] 25 8 ) ToT 36
B AR R S A T RE O B X A —FOE B R AT R
SNSRI T T ZTA fEZ 1L ToT R4
PP 7 P A R T

4 LLM 4 A% 2 1 [ ToT /9 ZTA b, B e B % &
ToT 4 £ ThT Ife % 5 37 R A () AL . PRI b, 5 L% Al A Y
WA . HET, —F AR TR O T AR SRR
B4 9 LLM (40 TinyBERT).. 3 i $12 B I R A5 50 ()
T SCERAE 125 B RERE S IR 4547 M il SCIR 2 I A A

BRI  ARBY 28 18 7 Wb — > AL I RS 2 (i
GPT-4 BERT) 1 2 L 52 84 | TinyBERT 1 Jhy °F A 455
ALl I SRz R A, SR IBCH T SURFAE IR AT XA [ 1)
LoT Yy s A A G P |, Je 264 i B i & I 3% i
P LLM AL . 454 LLM J5 1Y RS an &l 9 s . 78
IR R LLM B itk A ZTA (9 TAM #S e b My 5h 2
SRS PEAG 513 B s P DI SR B e & %
4 MFA. FLUc, i LLM 3 B Fo P s 47 o B A A 46 U
(5] B[] | B A AT 232 | O 2% gt it A o5 A B SR AT
W (0~1). d5cJm MR A5 AT F 23 HEAT XU D 3R 5 $2 A
B, Al & PN UE SO PR RS

LLM 7E“ B RE 430727 v g ZTA 44t 1 i3 280 e
I AR BT RE 7, MR JS 220y A2 i AT A5 o 3%
FhiE S PR S HEWrRE 0 v] LA —20 5 B sh LB i e m
A SR, SR ELE AR BE TR
6.2 AR AI

5 LLM AR, 26 il AL R AT 75 B 7 56 1R 50 5
DR PEAL v AR . 9 38 2 A O B 1 25 (Gen-
erative Adversarial Network , GAN) &5 45 %1 | 0] £5 40] 2 F
R BT B4R S B G R G BU AR . 5 IR
I, AR R AT RE A B KBS 802 > A s SR
Yot 2 A P s mg . A= i AT EAT 5 R Ry 27 > Al
JRBEST  AEZTA WG BT 1z BN FHVE g, U R AE R



8

B

TH 75 B8] 45 - T 1) RS IR 190 1 2 £ A A BT S 20 3015

o Q O ©&

o MFA TN it
i iR WEET
ol k| M ‘

= AN I -

W lu‘

if

S

i

it

EiEECRY e

-/ 'J e
{:}_. —)

R PSR /‘
1 Vil il
. @

LLM FRAEH

1AM

9 454 LLMEYZTA

Yok | A g e ms DL K B AR T, A2 X Al
LT bRy L

Az L ATAE LS-ToT ity 32/ I AT LUA L7 5 ]
M A s A B A B A R B S R R i 5
Bt . ToT REGEPE K H AL A% 4% 5 i) T sh e ' g i
75 3 T ME R XT ToT B 28 5 S KA 25 R 52
ZeE AR B AL AT AR R AN [W] 5 4 1 B P FnA T, 3l
A E WA B9 2 A, B ZTA S S A Bl
TR B B0, 7R RE LI R Ge b, M R ANy ] iR
Fr il ToT HoR 5 e il Rge ez . A N AT AT LU
F 3l 4 6 o R AR R AR B R A B A R T
() G e AR . A A I ) A F R AT Ry e, AR
A AT BESS AL S B F 3 A il — B RS 24
Fms I S EEE RGO E TAE, A s 3R 1y n)
FLBR .

FIFHAE B ATHOR AT DLSE B Bl Ak X B 413 5 5
W ALAL , BB PR AR il ik GAN BB et ik, 4y
JET GAN et OB, A i APT Tt A (Cn 4 £ s
— I B BB 5T IO L it BGEAER b B
R AR P 2 D B T e P s Xk EHE
HE AR P={p1.psr - oop, ) BB S Ol
IR B AR . B S5 LR L1 AT AL B Y Y et O =X
FIH AL 2% 2T AR AL ZTA W RS 23 [0 0T LA N 28 31
F B ARAEVE 23 T2 UM 4 5 R 8 R G oy B e g
THEEAU IR (B g e b sh 25 ), 235 42 Dl R 25007 LA
B N 5 2 AR AV RE 18R S5 AH OC B eR R, i Al
JH PPO (Proximal Policy Optimization ) 5. 15 7£ #& 18 #5355
TR AL

SR, 30 AR Y 22 42 SR W AT mT BE A7 75 AN 7 T8 48
MR Z NG B2 A . i — DR RS Y T
— A AXAL DI it PR AT T
6.3 XAI

BEE ATBCRTE ZTA )iz i R Geny i B
AT A B SR B B PR K . 15048 1R 2 477 by R I 288 3t
HAEE A BN AVBIRIEAT 2 B a5, X D) i

BT R . ZE AR T, LLM 5 4 = AL 351
R ZTA $RAE T S5 A 5 SR AR R ) RE L (H SR W 1) i
T i R AT R e A R 2 A U Y — RO L AR
PRV X AT B (S IF 35 5 18 35 38 9 O L e AT RS
5 2 .

XALA] LA Bl gt g ZTA th iy 52 etk o A, JUH
FEBEYT ToT F8E . T 07 (0 B2y 7 15 o i 2ok I 46 4
BRI £ A B XATHE AR AT UG X 6 25 94T R idE AT
GIAT , DA T R A A1 A B 2 S A AE 2 A KR
XA A Al ik nf WAk i 77 Ui e i £ 1A T o 22 Ak, O
T Bl 2R G048 P Y PR 5L 1) S A VR R ] 5 i o
ARG 2 AR L R BT ToT v, B35 14 0 B U
VLA 1 52 22 PR R4S ] R B 2, # Bh R e 4
G R P ) A S AT A R AR A Y A
MEEST RGEMFRE BT . 7 Tk ToT v, &2 426 7=
TR 22 B Ak 1) 18 A S0 75 28 X AL Sk B sf 2% 30 A fie 2
TR & A ) B, LIS THEE AR R Ge i ] St Rnde 2k
R, XAT AR T T ZTA RGEH5 W AT {5, 38
FEOCH g e R AR T B OCE EAAE T B
ATAE R A2 (1) ToT PRB%

FRT , A1 XA Ik ZTA ‘22 4= g 5 fie w5 i 07
A AW . —FhZ 3T LIME (Local Interpretable
Model-agnostic Explanations ) [ 15 ] 2 il fi#: F¢ , AR 445 fai
AL BB A Ui R oK , Qs Pk AT AR IR AR A
PSR RE BN, AR AL B A A VI ¢ R M A (L
o)A, Had 25 1 his(F R 5% (+4300%) 7, B
Je i TR Ak SR i A Bl B A B R R L 5 — e
J& SHAP (SHapley Additive exPlanations ) {F 9K 31 (1Y) 3 %
Ak, SHAP i AT DL Ak 150 4 Ja M (1P 75725 L [ i
) XAF ATV 53 B2 0, 5 HERRAE (A [ 1R A o 15D
SHAPE L &, H Sl & [ F R .

T XAL, B BRG] D2 5 b o 5 AT R S
A AR AR SR, T 97 080 SR s 14 & B R AN B T
E 5 MG AT 27 T b 7 A it , A 455 22 1 3
S SRR AE T 22O M PHA T X L SR T i 2 - PR I 1Y



3016 H, T

EE 2025 4F

SEAL U A IR
6.4 HZITE

FELS-IoeT 45 T, ik s 80 B K, Hak seik 4%
T ELA PRS2 B AR . R A LLM AR R AL A
XAL R EAE eI HT 2" K AFE VR 1M ToT N FH vp
1) IR S R 5 5 SR Mk R 7 1 5 7 o A0 2 0 11 0
M SE R . AT RS TS5 S AT ZTA $2 43
RCHE R RN T R () S8 R 2T B S B A A
AT AT H A B LR T LR # A = A AT A . AR
Bekag e S I 4 B2 05 8 R AR b R e
INIE 5 B M5 BAF AT o0 (U0 Edge-ZTA) , A7 81 545
TR VAL 5 R W& 28 A 5 2 o WIAE S 42 ) 5 W P2 5 I I 1
e BAR AU FEAE DM AN R R — 1R
Edge-ZTA $£38AUE R (B8 80 AT IR EL) s 0%
=, Edge-ZTA 7S AR Y Pl 06F | 22 B 05 A A2 0]
TR v AR =, 2 iR 0] 42 JR) SR, Edge-ZTA
A M 2R AT-

FEELR I A 7 i, AN 7R IR T b, BT
BBESC I AR T AT IR B AL B S R B A 0 A FEAN [
A8 BT AS B /MG {5 00 2, Hi s A
5 . AL SR A s B X S i st g A I 4% ep L 3
I 7 A A DX Y S 215 R R ZTA AT DU Ml b b 3
X LEE & B B ORI IE A B D [l oK . B, 24— %

JERS R R B R b I TG A NHZ A I &
FhE M AT U B RS AT RS , SR 5 R AT sh S IE,
B UE HR AT AR A5 . An SR % AR s E,
NG RUKAE A LT[R E R TR 3P A X 4% H 57
AR . FEF AR, SR R AR, v] LAF
FHEAT M R AR 58 35 ZTA. i, SCk[ 116 @ LT —F
PRI 258 e =X, Je KB B2 b ) i 2158 45 I Y
AT FHGEUR, B T R AR DA R BRAR T e TN #E
SCHRL 117 A48 T 3 1 AT & B A 2 BRI
SRBRENIBARZ — . Bl WAL AR R 25 5 AR bR
P AR X6 AN 3t HE B 50 14 7 S s T Ak
DL RN AR R 4 B s FNLER 2 A5 . & Bhil
AT B R T R PR T U A b, R RE T 2
LS-loT {52 Bf 75 2K, RE M Je 22 5 PQCT $2 AL BT R 7K 1)
W TR
6.5 BEPQC

B & T TR RS W O 4% SE ) RSA I
ECC AR AR AR IR AL BE TR AR 15 a5
XF 1 s B e R ELBOHE A= B K 8 LS-1oT 1
5 X R U L R, o ZTA 5] A B A B
T 58 1 1) PQC J2 AR I Aok LS-ToT 5 () 54 . i T
FEZTA Hh S a7 Yo A RLB B, %6 9 /R T REN
T ZTA (L2 1) PQC.

#9 HAEFPQCHEE

PRy T o E
vstaLs Kopeg | ORISR 3T 62l | AT AR oS, o 25—
St AR NS . S
o | g | AR U S LR | AR e RSUR0 0T 2 R
e 52 A T W P 0
— AT R 10 A 2 B AR, | 8 Ao 255 P 0T 15, 0 AP BB A
BT BRI SIS
SRR | Classic MeEliece™! “éw’”&;g;jg;;;;ﬁw%g PP 2 SR b 5 LA A 5
R o Faloon JE T NTRUFHIE 2 /LRI fr, | BT LS IoTFREE 1 B A 5 4 . B BT
AR Ko
ETWAMES | SPHINSA™ | (LRHIA 5 iR IIE LR SURETHEM | 8 1T B2 A (KW 7 S b

BEAb B Z N2 BoR EAT 2 DLt — 2D 4R T2
APE, B0 MR PT TS RGR . SCHR[ 124 JX0 2 55
TR GBS A AT T rEREI,
&t Falcon % 44 5 ¥ 5 CRYSTALS-Kyber % 4 32 # 1)
S5 G AF KR TC LR A2 SR A ) 24 340 2 v il n] b a2
A R TR R, 36 [ E AR e S R
5% E (National Institute of Standards and Technology,
NIST) i T2 Fad 8 £l B 1 35 S AR 9 ZTA Jin
B IE L . b S U Uy SR FR A i A X
(4 CRYSTALS-Kyber 5 ECDH (454 A A 545 5

PRI 7 R 4 TR B PQC B, 9l 4, i Falcon 1E
P24 91K FI NTRU #4725 8384, DA 4 R LR A%
5 K o =R R

10 7R T 1 LS-ToT H1 PQC M5 38 ZTA ‘22 42 i 25
P ToT B4 49 1 R R B 2 PQC 5E B 5 1 4571 1 22 (]
1) U B8 H 3 48 5 47 300 2517 1 AR AR b TV PR3 5 A
We PEAG , TUDKR 5% 48 B9 UGIE 75 R A5 2= 20 b i 54T
SR | P 4 S U I O B e R A AT s —
I IAGIE , BE & 25T 1 RN 2 =22 18] (145 PQC 3l {7 18
TECHE PR S B 22 43l A, b P i e S8 R



#0081

TH 7 158 45« T 1) R MRS IR 190 14 A5 A 8 BRI T 2k 3017

TERE o B2 4 XU T B3 sl R B ot U 4%
A4 0SB4 1 o R A i % i e RS 44 U6 U B B A
L AN o B A PQCZEARSKE A T2 195 ]
P Bilhn, e RE Al R G, A D R R G 2
180 2 4 RS ] RE R ROIRE (R . A 3 B A S
il 35 it 22 [ 4 38 £ 38 5 5 PQC AR 47, Bl e A Sk it

R LT L 205 PQC AR5 B3 135 $ A7 4k LA
BT B A, DT R RESC Il R L 21817 . BR
H 302 3 5k, PQC ¥R 38 T Tl 5 il B 25 3nk ol A 7
ToT 45T BB A 1 5t . J5 PQCHS A ZTA iy
3 A5 0% e A I ORI, DT £ - LS-ToT R G AE &t +
AR R 2 AP E AR fd k.

ToT & %5 B L F WX it CRASAEHRNG D
@ : \ B B
oo @

AIE i o 2 AIH
s F l RS H
BeAR 3 S B ST
It i PQCHHIALH:
FouR
R |
—) .
B e
TEHE l SR R
= ® \
. M S 25
o WL ¢

10 Ji5 PQC 7E LS-ToT Hh iy #5358 ]

7 EREKRKRERFE
7.1 MEESZREMNNEFRRL

ZTA WA O JE I GRAEAE IR A B UE " g T &
Gl T HORE B4 T B T R e M s UL S T 5
UE . PR, 22 40 7 20 #E R b 1S W8 D Ak B K et 4
P, X T RE T IR G NERE TR . ZTA 78 LS-1oT S5 H1 (1)
NI T RRE S % A Z 6] (A 98 I . ToT 525 B e
KA, B & oz . RRE i Wi S 5%
WEIEIN T R G AT 4 L IXAE LS-ToT Mg rh e b e i,
HIRTEN AT SR DR 48 b AR 58 ZTA B = 5 2%
PR 5 43R T RE S35 R G AR R

FEXTRLRE S 2 A AT R) &, O A 78 LS-ToT il A7
THIARZ . N, 16 Tl T ESBF Shd, Scik[ 14]
Jekswrta i N AUE S B IA DU KA O bR RO R ik
B IR A VGE TR , A RCHERR O ik 15
AR T e A R A A S IR TR E R 2
PRFE T Rk 3. EAR2S ToT S5, SCiik [18 138
i KU - RE B A A 5 = )2 H o &, 558 T B
TE N Ty B R 4 4 S REAE . SRR L SLRE K
2 (20 G AR MEE I A T SR BT B AR U I R %A
IEAT B AR W AT S A PR G, 50 B0 B £ 2R
BT F I8 IV ) S AP

B4R 38 AT LA Z2 T3 T i ARG . g, g
Gohna SUGER LA REFE A L I LT

REART T3 R 4 . S A 2 N 2 8y T A AR K 11 ik
JE B, PRESENT #4323 13 5% FH i b Y S & A ik e
B A G W AR T IR R AR, R R T
I RCR . Ak A L gt B S 2 UMEROR R
FH 1 53154 b B BA A B EAT 55, B 2 2% 1 B A 3
AT R o3 TR 28 45 2 v ol rp ok R 454 D/ RS AE IR
FEREAR R R AR T dE . R, 1 280 A At A B
TR B AL i AN AR ) o Ak Bk R B s N T
E— 20 R G PERE 3 A R L A B A B 5
UE S S A A GEAL ], AT RAys > S it b B 6 4H A
BT R R GEEBE .

SR, 1 600 T R Wik 7 S B 7 P o I 1 22 B AR
BN, BT RE e AR IR 2 4 M R o R i
PAR T HE— 29T 5 3 ST B G R 1 A BHLAS BLAN 43 i
0 — OMERTL s p A1, it A R S35 E T R S 20A
WELEIR | 500 H P AR50 F0 22 0 1) SC sk 1y B 7 . ke S
B4 (A6 2 ZTA AE LS-ToT H i 9y 30 8 1 e A, f Ak
R A RN h G B R IR A TR R R ) T SRy
]z —.

7.2 APEIERESREFARPHBE

7 LS-ToT s, 0 B Z G AT A EAL I i f
YT B PR G b T Tk B AR
TR RE R B P A RB s . B 2N
By 03 S0 K 7 R e AR i ToT A 5 P AT



3018 H, T

EE 2025 4F

R SE W P B R T B RAR T AR, T R AR K
JiE A B 7 A5 U e b W] AR AN AT A 22 4k 1 4
T URBRE FH P AR S S A A P B R R D )

AT IR A3 W9 R S B AL PR APy TRl 22 e I . ol
FERS B RER BN B E S b, SCik[ 125 148t T —
Fhah A X BBt S5l E AT UZ B REB 2497
25 BLAh B T LUR) FH 22 2 BRAa i) Jy =X, Sl ad e e 4k
B KL S5 Stackelberg TR AL G| T {18 N M,
TEAR B B (4 [ , R4 P B A 2127,

HIA BFRALE & T P RS, KZ AP
RIS AR . P RS 2 LS-ToT e & K A AT HIRE
POk SRS . RGERED BT W sl 55 B 4E 68
bR, — 7 TS FEARF PR, 55— J7 i F P R R 5
SUEES A N e R D A ot W | IR S e N ) || I
LY HG A RGP R . PR S B 22 ]
MTEAE— 8 X PN | $2& T2 4 38 5 HROHE T 200807 32 1Y
B 03 B AE AN RF 22 W 4, (H X S0 T Br W AE I b B &2
AN N BB A8 I BB R A 5 5 i = BEURA A 1 Ak 8 5 355
B AT g B () A RILAR , P X 28 G B M5 AT ek R
iE— A AR

FH P AR 56 PR B 5 BeRL B4 7 S 1o o Al T I 3
ZMERR . Frek 2 N R INESR 5 38 BARE 75 5 F T
RGHERE, S0 P A R, 5N 5 25 5y BaAA T
W P e 8 T A 5 I S S hb 45 . AR
RS, e 5 AV I 5 e (R 3 B 4 5 T
AE R 2 A RS AN Y MR G . TR P AR S
AP B FA R A , 2 3K ZTA 78 ToT Hhg FH 14 1 %8 %
J7 ), T BEAEF AR B A PRI BT RS
7.3 MERERGERRZEHIPHIRT

LS-10T RGEANL T EEAE ML 2 T AT B 3, I8 75 IR
ABIR G R, S H A Tolk A shik G I A 53 5
AN 46 38 A T BT AR R R E R BRI K A
WP Z BN . M HT A ZTA AR G WA fEE R 58
BRI N AL G ZTA T8 M2 R4,
AT FRG)ZE T B A AR R . R, ZTA Y 5
2 PBS AN 2 LA XS ToT PREE T B R G 90 si i , iz 45 N
T AT N ZR G B TR A 4

h T ST WA REIEAE RGP L 1T BN PREE, C
HRO128 1B A T — A28 R G A & & T —
it SysFlow MIHEZE , BT HE R G2 R 9 i A 06 3, 9F
T o I AR S RS i A A PR L S T RGN L
Ak [FE 7R Tk 0T, 4545 SIEM T B, X & k17
F) A e S L (RS RN A A N 2 N e
Jolb ) T8 T S S A ) 4% 2% 1) 2R 4 % 1) 4 T 2L 4
Bifr BB TR AR RE AL &N T, SCHk[129]
P& T —Fh SpecLFB B {4 [ 77 58 . %07 RAEAL BEER

M GZ A X AR R L R A, SE IR TR ARIC AN 4
HYEE AL A5 4, DT BEL BT B AL 92 770 18 o ) 2
3. W] 5 SysFlow SF AR B AN, — FUE)Z U4 38 o
SpecLFB B E , I J22 0] R AIG 8l 245 B 1 4005, DI ik e 1
REGUH, [m] I 4 T DA 2R 42 25 380 0 HH 2 A TR By 4

SR, A W FEATIAFAE 1 22 1810, 9] 4, e oA
UM FIAG I 2% 458 P4 8 1) 52 2% Jl B, 200 28 S 2P R N
Tati s R, ZE A SysFlow HEZR A T 1A Y I ek A5
AN ] 76 BI85 15 A8 1) ToT PR v P 4 A58 8 1% o 6 4
T NP 5 TR, FRGE G R fE AR T GBS N R 4
FH 500 A Y S PR R, Wl 2EAS 2 AR R e Mg
HYRTHE T, S804 1 W45 , JTf O B i e 17 5 &b B 22 4>
FolF X —PRATY T P — 2D R s B AN R B AR
i Z (8] 122 A AL A0 ER A A =X 22 S KR, dniy 52 B e
BRI R GG A B ORI ) A, 35 02 i 5 gk TR 14 O
HER]

I 25 2 3] 2 8 R 22 4 B 4P 0 ZTA TE ToT Hr 52
AT A ) BB ERAE , 250 SysFlow HEZR Fll 4= R 458
FEHAR LI X — HEr ) T B AR, RSB
G 1 2 A A VR A M AT 2 TR BB, R ke T
— LR FEFEHT .

7.4 BARERMERAEN

TAGAT IR AN, R A2 52 4% 0, (B 5E — o )
LR HRTC 8 N . R T 2 R EOR (A B
Bl 5 B B Oy )G U ) 4a ) i E A5 BE o s 2
ASBAR A P [R] an e S5 B SeE R 1Y ToAE R 6 T
BRI R R E B AT R — R Pk . A, LS-ToT R 4¢
SR PR R A IUARAE R GE G PR ARG T2
T35, AR A Fe P (S 4550 28 ZT A 4 I ) R ¢ 3050 1
AL E G . AR BRI FIN A G — i ATl s v RR
T ZTA FYTE LS-ToT ).

MR AR R S PR AEAAFAE 2 RO e R T 2
5 M) 0T % 2ARERN G — , 25 i AN 7 T A
i 432> (Institute of Electrical and Electronics Engineers,
IEEE) 1l NIST %5 20 2 (¥ b ofi Ak T A% , 5738 T A A E
S RAHELE ; LU, SR 13 B B 2 SR, L S I 4 ¢
FHRA AR O I 26 RAR B A IR e RN 42 5K, 1B A
Y7 ZTA (S TG L 5 PR, JF AR 2l i MR G2
B, B0 PR A () B 28 Fl 2R 4 22 [A] 1) 22 2 B RE 8 T
HE A WU P F] A s 0, T AR A i TR AT
f6T A6 ZTA (14 505 2 A B R8I i ol 1 552 i ol A i 5
=Pt

SRNT, 7252 B b 3R W A A TR J7 58 0 3k A v AT 4K T
IGiE 2Pkl . 55— TR AR E L BAERS GEfE
PSR P 540 2% 5, ) 5 48— B 2 bR e E 5 1T
Mp FNES G )2 GAE 5 AR Z AR R Z



#0081

TH 7 158 45« T 1) R MRS IR 190 14 A5 A 8 BRI T 2k 3019

[ £ 5He 5 1 1) AL AT S ZICER B IR X, 52100 ZTA (9 B 1A
RURE AN TSR 5 58 =, G — B tfE R AR HE G 2R 4 1Y
R AL AT BT IR JEHXE T rf /N ialb SR, 52t A n]
R 5 S Y, Lo T BRSR HL A w8 B2 A Sh 284 AR R AR
7 B EL A R A P L DA B A I A RS
[RYPSEI N AR N T e

8 #it

LS-ToT 38 1 Vi 4 150 4 0 3K B3 , S BRI A4 v R
KA AL T, i sh A BE AL PSR L e IR AL I
B VLKA AT A PR ROR ) AT R T, R B A e A
R B S A 03K B J1 . ZTA R RO E AT,
URZCIRAIE" 1) 4e A B, 320 I A 7 X A2 4% I 245 114
HROTE . AR ZTA B OREST B E AR K AR R
[v) 403 1 1 FH R AT T 4T A B AL, L IR AT T
SDP . IAM \MSG 5 #0068 71, DL B O3 GIE (U5 )45 ]
s F AR TCA i ae 4 M4 BB DL e Fsek sk
KR AR X ZTA i F . lad Tk 10T .56 EEy7 . A
S GEFEINA Y 4N RN g R T E S
AR AE S BRI B AT AT P AR AR . R — 20 4R v M 4%
5 R0 Z R e A B30T T ZTA 5 LLM A4
B AL I SR PQC 45 BTV AR il -G i) H B4 S i
FUIPRGS T ZTA KR K €Ty 1) . A5 8 1k 42 1 S 4
Ifil 7] LS-ToT 5% 1 ZTA .0 B8 1 B AR N H
B B EMES) ZTA L6 0T S5 i Se b i S8 0 4
T A 45 5 2R G0 2 R

Sk

[1] LOWDERMILK J, SETHUMADHAVAN S. Towards ze-
ro trust: An experience report[C]//2021 IEEE Secure De-
velopment Conference. Piscataway: IEEE, 2021: 79-85.

[2] YAN W, ZHANG N, NJILLA L L, et al. PCBChain: Light-
weight reconfigurable blockchain primitives for secure IoT
applications[J]. IEEE Transactions on Very Large Scale In-
tegration (VLSI) Systems, 2020, 28(10): 2196-22009.

[3] KINDERVAG J. Build security into your network’s
DNA: The zero trust network architecture[EB/OL]. (2010-
11-05)[2025-02-23]. https://www.virtualstarmedia.com/
downloads/Forrester_zero_trust_ DNA.pdf.

(4] FEVFUE, f5EN1 HE, % MG AR ARLZER D). (5
B2 424, 2020, 5(4): 96-122.

JIAN S J, LU Z G, DU D, et al. Overview of network intru-
sion detection technology[J]. Journal of Cyber Security,
2020, 5(4): 96-122. (in Chinese)

(5] S, H R, DK, 55 . AR E AR S LR [T].

il 524, 2004, 25(7): 19-29.

QING S H, JIANG J C, MA H T, et al. Research on intru-
sion detection techniques: A survey[J]. Journal of China In-
stitute of Communications, 2004, 25(7): 19-29. (in Chi-
nese)

(6] ffirh, ERFR, ZRE . oA P KA AT 930 5 B

FGE). HFRHE R 24, 2005, 34(4): 513-516.
QIAN W Z, WANG W R, YUAN H C. Boundary defense
system based on DFWI[J]. Journal of University of Elec-
tronic Science and Technology of China, 2005, 34(4): 513-
516. (in Chinese)

[7] ALSHALAN A, PISHARODY S, HUANG D J. A survey
of mobile VPN technologies[J]. IEEE Communications
Surveys & Tutorials, 2016, 18(2): 1177-1196.

[8] SEXTON C, KAMINSKI N J, MARQUEZ-BARJA ] M,
et al. 5G: Adaptable networks enabled by versatile radio
access technologies[J]. IEEE Communications Surveys &
Tutorials, 2017, 19(2): 688-720.

(9] FEEZVK, 42244, X0, 55 . 36T XU 4 20 A0 U 6

AR B WIS ). FHE AL 5 5 A Jig, 2018, 55(7):
1462-1478.
REN Y B, LI X H, LIU H, et al. Blockchain-based trust man-
agement framework for distributed Internet of Things[J].
Journal of Computer Research and Development, 2018, 55(7):
1462-1478. (in Chinese)

[10] SAAD M, SPAULDING J, NJILLA L, et al. Exploring the
attack surface of blockchain: A comprehensive survey[J].
IEEE Communications Surveys & Tutorials, 2020, 22(3):
1977-2008.

[11] ROSE S, BORCHERT O, MITCHELL S, et al. Zero trust
architecture[EB/OL]. (2020-08-01)[2025-02-23]. https://nvl-
pubs. nist. gov/nistpubs/SpecialPublications/NIST. SP. 800-
207.pdf.

[12] WARD R, BEYER B. BeyondCorp: A new approach to
enterprise security[J]. The Magazine of USENIX &
SAGE, 2014, 39(6): 6-11.

[13] LIS Z, MENG W C, LIU C, et al. Feature attention distil-
lation defense for backdoor attack in artificial-neural-net-
work-based electricity theft detection[J]. IEEE Internet of
Things Journal, 2024, 11(24): 39880-39889.

[14] TONG F, CHEN X, HUANG C, et al. Blockchain-assist-
ed secure intra/inter-domain authorization and authentica-
tion for internet of things[J]. IEEE Internet of Things
Journal, 2023, 10(9): 7761-7773.

[15] YANG X J, TONG F, JIANG F, et al. A lightweight and
dynamic open-set intrusion detection for industrial Inter-

net of Things[J]. IEEE Transactions on Information Fo-



3020 H, T

o
==

il 2025 4F

[16]

[17]

[18]

[20]

(21]

[22]

[23]

[24]

rensics and Security, 2025, 20: 2930-2943.

TONG F, CHEN C, PAN J P. A novel detection and lo-
calization scheme for wormhole attack in internet of
things[J]. IEEE Internet of Things Journal, 2024, 11(4):
7141-7152.

LIU C, HE S B, LI S Z, et al. Time-series multi-instance
learning for weakly supervised industrial fault detection[J].
IEEE Transactions on Industrial Informatics, 2025, 21(4):
3326-3335.

CHEN Y C, LIU G B, ZHANG Z, et al. Improving physi-
cal layer security for multi-UAV systems against hybrid
wireless attacks[J]. IEEE Transactions on Vehicular Tech-
nology, 2024, 73(5): 7034-7048.

ZENG J, L1 Y X, RAN Y L, et al. Efficient view path
planning for autonomous implicit reconstruction[C]//2023
IEEE International Conference on Robotics and Automa-
tion. Piscataway: IEEE, 2023: 4063-4069.

ZHOU Y Y, CHENG G, OUYANG Z, et al. Resource-ef-
ficient low-rate DDoS mitigation with moving target de-
fense in edge clouds[J]. IEEE Transactions on Network
and Service Management, 2025, 22(1): 168-186.

SHAO Z L, CHEN T Z, CHENG G, et al. AF-FDS: An
accurate, fast, and fine-grained detection scheme for
DDoS attacks in high-speed networks with asymmetric
routing[J]. IEEE Transactions on Network and Service
Management, 2023, 20(4): 4964-4981.

FMUTE, B B, L DB R L
LR J/OL]. THEHLBETE 5 & J . (2025-04-08)[2025-07-
28]. https://kns.cnki.net/KCMS/detail/detail.aspx?file-
name=JFYZ2025040300A &dbname=CJFD &dbcode=
CJFQ.

WANGH Y, LYUF, CHENG Y L, et al. Review on zero
trust security of industrial internet of things[J/OL]. Journal
of Computer Research and Development. (2025-04-08)
[2025-07-28]. https://kns.cnki.net/ KCMS/detail/detail.aspx?
filename=JFYZ2025040300A &dbname=CJFD&dbcode=

CJFQ. (in Chinese)

KT, SRE. FAFAEIITEERIRL]. 5 B LT, 2020, 6(7):
608-614.

ZHANG Y, ZHANG Y. A survey of zero trust research[J].
Journal of Information Security Research, 2020, 6(7):
608-614. (in Chinese)

RPN, ENE . BAEE L R IR LR ). IREFR
iR, 2021(8): 8-16.

ZHANG Z Z, WANG P. A survey of zero trust security ar-
chitecture[J]. Secrecy Science and Technology, 2021(8):

[25]

[27]

[28]

[29]

[30]

[31]

[32]

[33]

[34]

8-16. (in Chinese)

TR, ERE XM, 5 BEAEMKLRT]. 5
HLLFE S, 2022, 58(22): 12-29.

ZHUGE C C, WANG Q, LIU J Y, et al. Survey of zero
trust network[J]. Computer Engineering and Applica-
tions, 2022, 58(22): 12-29. (in Chinese)

MOUBAYED A, REFAEY A, SHAMI A. Software-de-
fined perimeter (SDP): State of the art secure solution for
modern networks[J]. IEEE Network, 2019, 33(5):
226-233.

LUCION E L R, NUNES R C. Software defined perime-
ter: Improvements in the security of single packet authori-
zation and user authentication[C]//2018 XLIV Latin
American Computer Conference. 1IEEE,
2019: 708-717.

WA, Biaoe, AR, 55 . 1 i PEAR IR M 26 (1], H
TR, 2024, 52(1): 1-18.

YANG D, CHENG Z R, TIAN W K, et al. Generalized
deterministic identification networks[J]. Acta Electronica
Sinica, 2024, 52(1): 1-18. (in Chinese)

QIU T, ZHAO Z, ZHANG T, et al. Underwater Internet

of Things in smart ocean: System architecture and open

Piscataway:

issues[J]. IEEE Transactions on Industrial Informatics,
2020, 16(7): 4297-4307.

BATAR, TR . BETARRE AL D0 B0 Tl B0 R0 % A 7
SR SERASIN 7 9. L 24T, 2024, 52(9): 3075-3085.
HU X D, ZHANG Q. Real-time detection method of mali-
cious behaviors in industrial internet based on feature
combination optimization[J]. Acta Electronica Sinica,
2024, 52(9): 3075-3085. (in Chinese)

CAO B, ZHANG Y T, ZHAO J W, et al. Recommenda-
tion based on large-scale many-objective optimization for
the intelligent internet of things system[J]. IEEE Internet
of Things Journal, 2022, 9(16): 15030-15038.

ZHANG Y Y, HUANG Y, HUANG C, et al. Joint optimi-
zation of deployment and flight planning of multi-UAVs
for long-distance data collection from large-scale IoT de-
vices[J]. IEEE Internet of Things Journal, 2024, 11(1):
791-804.

YANG Z, ZHANG J, JIANG Y L, et al. An energy-effi-
cient convolution-based partitioned collaborative percep-
tion algorithm for large-scale 10T services[J]. IEEE Trans-
actions on Industrial Informatics, 2024, 20(5): 7404-7413.
EJAZ W, NAEEM M, ZEADALLY S. On-demand sens-
ing and wireless power transfer for self-sustainable indus-

trial internet of things networks[J]. IEEE Transactions on



% 08 M TH 5 1681 45 - T i) R RAST A IR 190 114 2203 A A AT 9 2 ik 3021
Industrial Informatics, 2021, 17(10): 7075-7084. [45] ABUHAMAD M, ABUSNAINA A, NYANG D, et al. Sen-
[35] XK, T4k . IKIHFES 8% LoRa 7 A E & 51 57 Bk sor-based continuous authentication of smartphones’ users
%I, HL T2, 2024, 52(10): 3623-3642. using behavioral biometrics: A contemporary survey[J].
TONG S, WANG J L. Progress and challenges of LoRa IEEE Internet of Things Journal, 2021, 8(1): 65-84.
low power wide area networks[J]. Acta Electronica Sini- [46] LIU J X, SIMSEK M, KANTARCI B, et al. Risk-aware
ca, 2024, 52(10): 3623-3642. (in Chinese) fine-grained access control in cyber-physical contexts[J].
[36] YUY, LIUSM, YEOH P L, et al. LayerChain: A hierar- Digital Threats: Research and Practice, 2022, 3(4): 1-29.
chical edge-cloud blockchain for large-scale low-delay in- [47] ZHANG P Y, YANG P, KUMAR N, et al. RRV-BC:
dustrial internet of things applications[J]. IEEE Transac- Random reputation voting mechanism and blockchain as-
tions on Industrial Informatics, 2021, 17(7): 5077-5086. sisted access authentication for industrial internet of
[37] XIE X, WANG H, LIU X J. Scheduling for minimizing things[J]. IEEE Transactions on Industrial Informatics,
the age of information in multisensor multiserver industri- 2024, 20(1): 713-722.
al internet of things systems[J]. IEEE Transactions on In- [48] FANG H, WANG X B, AL-DHAHIR N, et al. Joint de-
dustrial Informatics, 2024, 20(1): 573-582. sign of multi-dimensional multiple access and lightweight
[38] BERRUE, 224k e, B, 45 . Ik s £ U B S5 A continuous authentication in zero-trust environments[C]//
BFFELRR ). BT 40, 2024, 35(1): 288-308. GLOBECOM 2023 - 2023 IEEE Global Communications
FANLN,LICL, WUY C, et al. Survey on IoT device Conference. Piscataway: IEEE, 2024: 3366-3371.
identification and anomaly detection[J]. Journal of Soft- [49] KHAN S, THAPA C, DURRANI S, et al. Access-based
ware, 2024, 35(1): 288-308. (in Chinese) lightweight physical-layer authentication for the internet
[39] PAL S, RABEHAJA T, HITCHENS M, et al. On the de- of things devices[J]. IEEE Internet of Things Journal,
sign of a flexible delegation model for the internet of 2024, 11(7): 11312-11326.
things using blockchain[J]. IEEE Transactions on Indus- [50] HARBACH M, DE LUCA A, EGELMAN S. The anato-
trial Informatics, 2020, 16(5): 3521-3530. my of smartphone unlocking: A field study of Android
[40] FRFEAS, XA, MAE, 55 . LT X HUBE Bk AR lock screens[C]//Proceedings of the 2016 CHI Confer-
HLHIZEIR [T]. #2441, 2023, 34(3): 1470-1490. ence on Human Factors in Computing Systems. New
CHENG G J, DENG S G, WEN Y Y, et al. Survey on York: ACM, 2016: 4806-4817.
blockchain-based internet of things authentication mecha- [51] COYNE E, WEIL T. An RBAC implementation and in-
nisms|[J]. Journal of Software, 2023, 34(3): 1470-1490. (in teroperability standard: The INCITS cyber security 1.1
Chinese) model[J]. IEEE Security & Privacy, 2008, 6(1): 84-87.
[41] PENG Z, ZHANG A, WANG 8, et al. Designing princi- [52] BHATTI R, BERTINO E, GHAFOOR A. A trust-based
ples and constructing processes of the comprehensive context-aware access control model for web-services[J].
evaluation indicator system[J]. Science Research Manage- Distributed and Parallel Databases, 2005, 18(1): 83-105.
ment, 2017, 38: 209-215. [53] BOBBA R, FATEMIEH O, KHAN F, et al. Attribute-
[42] LOGENTHIRAN T, SRINIVASAN D, KHAMBAD- based messaging: Access control and confidentiality[J].
KONE A M. Multi-agent system for energy resource ACM Transactions on Information and System Security,
scheduling of integrated microgrids in a distributed sys- 2010, 13(4): 1-35.
tem[J]. Electric Power Systems Research, 2011, 81(1): [54] TANG C L, FU X L, TANG P. Policy-based network ac-
138-148. cess and behavior control management[C]//2020 IEEE
[43] GEYF, ZHU Q Y. GAZETA: GAme-theoretic zero-trust 20th International Conference on Communication Tech-
authentication for defense against lateral movement in 5G nology. Piscataway: IEEE, 2020: 1102-1106.
IoT networks[J]. IEEE Transactions on Information Fo- [55] ZONG Y, GUO Y, CHEN X Q. Policy-based access con-
rensics and Security, 2024, 19: 540-554. trol for robotic applications[C]//2019 IEEE International
[44] MENG L, HUANG D C, AN J H, et al. A continuous au- Conference on Service-Oriented System Engineering. Pis-

thentication protocol without trust authority for zero trust

architecture[J]. China Communications, 2022, 19(8):

198-213.

[56]

cataway: IEEE, 2019: 368-3685.
URIARTE M, ASTORGA J, JACOB E, et al. Expressive

policy-based access control for resource-constrained de-



3022 H, T

o
==

il 2025 4F

[57]

[58]

[59]

[60]

L61]

[62]

[63]

[64]

[65]

[66]

[67]

[68]

vices[J]. IEEE Access, 2018, 6: 15-46.

GHAFOORIAN M, ABBASINEZHAD-MOOD D,
SHAKERI H. A thorough trust and reputation based
RBAC model for secure data storage in the cloud[J].
IEEE Transactions on Parallel and Distributed Systems,
2019, 30(4): 778-788.

FANG H, WANG X B, HANZO L. Adaptive trust man-
agement for soft authentication and progressive authoriza-
tion relying on physical layer attributes[J]. IEEE Transac-
tions on Communications, 2020, 68(4): 2607-2620.

ZHU H, XUE X S, XU M M, et al. Zero trust consumer
IoT with robust federated learning over main-side block-
chain[J]. IEEE Transactions on Consumer Electronics,
2025, 71(1): 1180-1189.

RIVESTRL,SHAMIR A, ADLEMAN L. A method for ob-
taining digital signatures and public-key cryptosystems[J].
Communications of the ACM, 1978, 21(2): 120-126.
REIS D, GENG H R, NIEMIER M, et al. IMCRYPTO:
An in-memory computing fabric for AES encryption and
decryption[J]. IEEE Transactions on Very Large Scale In-
tegration (VLSI) Systems, 2022, 30(5): 553-565.

SMID M E, BRANSTAD D K. Data encryption standard:
Past and future[J]. Proceedings of the IEEE, 1988, 76(5):
550-559.

MENEZES A, VAN OORSCHOT P, VANSTONE S. El-
liptic curve public key cryptosystems[J]. IEEE Transac-
tions on Information Theory, 1993, 39(5): 1719-1724.
SHAHBAZI K, KO S B. Area-efficient nano-AES imple-
mentation for Internet-of-things devices[J]. IEEE Transac-
tions on Very Large Scale Integration (VLSI) Systems,
2021, 29(1): 136-148.

SYED N F, SHAH S W, SHAGHAGHI A, et al. Zero
trust architecture (ZTA): A comprehensive survey[J].
IEEE Access, 2022, 10: 57143-57179.

CHATTERJEE R, CHAKRABORTY R. A modified
lightweight PRESENT cipher for IoT security[C]//2020
International Conference on Computer Science, Engineer-
ing and Applications. Piscataway: IEEE, 2020: 1-6.
SEKAR G, MOUHA N, VELICHKOV V, et al. Meet-in-
the-middle attacks on reduced-round XTEA[M]//Topics
in Cryptology-CT-RSA 2011. Berlin, Heidelberg: Spring-
er, 2011: 250-267.

HABIB M A, AHMAD M, JABBAR S, et al. Speeding
up the Internet of Things: LEAIoT: A lightweight encryp-
tion algorithm toward low-latency communication for the

internet of things[J]. IEEE Consumer Electronics Maga-

[69]

[71]

[72]

(73]

[75]

[77]

[78]

[79]

zine, 2018, 7(6): 31-37.

ST, I RRAS, 2R L FPTC: —Fi s B O W Bk N 2%
FEHEMET]. BRIF2EA, 2022, 33(12): 4816-4837.

WU H B, XU Y G, LI J. FPTC: An ICN-IoT caching
scheme[J]. Journal of Software, 2022, 33(12): 4816-
4837. (in Chinese)

KUPERBERG M. Blockchain-based identity manage-
ment: A survey from the enterprise and ecosystem per-
spective[J]. IEEE Transactions on Engineering Manage-
ment, 2020, 67(4): 1008-1027.

BUK, FO0F, T, 45 LTI R HE AP0 ) B SR E ]
AR, 2021, 32(8): 2613-2628.

WEI X, WANG X Y, YU Z, et al. Cross domain authenti-
cation for IoT based on consortium blockchain[J]. Journal
of Software, 2021, 32(8): 2613-2628. (in Chinese)

XIE HR, WANG Y J, DING Y, et al. Industrial wireless
Internet zero trust model: Zero trust meets dynamic feder-
ated learning with blockchain[J]. IEEE Wireless Commu-
nications, 2024, 31(2): 22-29.

BN, SRR, FAE . T 2 I AT X Y I
PR 2 IR D). A4, 2024, 45(4): 201-215.
GEL N, LI HA, WANG J. Federated edge learning mod-
el based on multi-level proxy permissioned blockchain[J].
Journal on Communications, 2024, 45(4): 201-215. (in
Chinese)

HUSSAIN M, PAL S, JADIDI Z, et al. Federated zero
trust architecture using artificial intelligence[J]. IEEE
Wireless Communications, 2024, 31(2): 30-35.

ZHANG Y, XU C X, LI H W, et al. PROTECT: Efficient
password-based threshold single-sign-on authentication
for mobile users against perpetual leakage[J]. IEEE Trans-
actions on Mobile Computing, 2021, 20(6): 2297-2312.
SHANG C, CAO J, ZHU T, et al. CADFA: A clock skew-
based active device fingerprint authentication scheme for
class-1 IoT devices[J]. IEEE Systems Journal, 2024, 18(1):
590-599.

JIXY,ZHOU X Y, YAN C, et al. A nonlinearity-based
secure face-to-face device authentication for mobile de-
vices[J]. IEEE Transactions on Mobile Computing, 2022,
21(4): 1155-1171.

BADHIB A, ALSHEHRI S, CHERIF A. A robust device-
to-device continuous authentication protocol for the Inter-
net of Things[J]. IEEE Access, 2021, 9: 124768-124792.
RAO SP, LIMONTA G, LINDQVIST J. Usability and se-
curity of trusted platform module (TPM) library APIs[C]//
Proceedings of the Eighteenth USENIX Conference on



% 08 M TH 5 1681 45 - T i) R RAST A IR 190 114 2203 A A AT 9 2 ik 3023
Usable Privacy and Security (SOUPS). California: USE- Computing, 2022, 10(4): 2623-2636.

NIX Association, 2022: 213-232. [91] GUL, ZENG D Z, GUO S, et al. A general communica-

[80] ZHAO B, XIAO Y, HUANG Y Q, et al. A private user tion cost optimization framework for big data stream pro-
data protection mechanism in trustzone architecture based cessing in geo-distributed data centers[J]. IEEE Transac-
on identity authentication[J]. Tsinghua Science and Tech- tions on Computers, 2016, 65(1): 19-29.
nology, 2017, 22(2): 218-225. [92] SHEN M, YE K, LIU X T, et al. Machine learning-pow-

[81] KWON D, SEOJ, CHO Y, et al. PrOS: Light-weight priva- ered encrypted network traffic analysis: A comprehensive
tized se cure OSes in ARM trustzone[J]. IEEE Transac- survey[J]. IEEE Communications Surveys & Tutorials,
tions on Mobile Computing, 2020, 19(6): 1434-1447. 2023, 25(1): 791-824.

[82] LUO L, ZHANG Y, WHITE C, et al. On security of trust- [93] YAO K D, SAYAGH M, SHANG W Y, et al. Improving
zone-M-based IoT systems[J]. IEEE Internet of Things state-of-the-art compression techniques for log manage-
Journal, 2022, 9(12): 9683-9699. ment tools[J]. IEEE Transactions on Software Engineer-

[83] SHUZ M, LIU Y G, WANG H N, et al. Research on the ing, 2022, 48(8): 2748-2760.
feasibility technology of Internet of Things terminal secu- [94] CISCO. Cisco’s guide to zero trust maturity[EB/OL]. (2025-
rity monitoring[C]//2021 6th International Symposium on 01-01)[2025-02-23]. https://www.cisco.com/c/en/us/prod-
Computer and Information Processing Technology. Pisca- ucts/security/zero-trust-maturity-guide.html.
taway: IEEE, 2021: 831-836. [95] CISCO. Cisco security outcomes for zero trust: Adoption,

[84] WANG J, HONG Z, ZHANG Y H, et al. Enabling securi- access, and automation[EB/OL]. (2023-11-01) [2025-02-
ty-enhanced attestation with intel SGX for remote termi- 23]. https://www. cisco. com/c/en/us/products/security/ze-
nal and IoT[J]. IEEE Transactions on Computer-Aided ro-trust-outcomes-report.html.

Design of Integrated Circuits and Systems, 2018, 37(1): [96] SERROR M, HACK S, HENZE M, et al. Challenges
88-96. and opportunities in securing the industrial internet of

[85] NIE L S, WANG X J, WANG S P, et al. Network traffic things[J]. IEEE Transactions on Industrial Informatics,
prediction in industrial internet of things backbone net- 2021, 17(5): 2985-2996.
works: A multitask learning mechanism[J]. IEEE Transac- [97] LIN K, GAO J, HAN G J, et al. Intelligent blockchain-en-
tions on Industrial Informatics, 2021, 17(10): 7123-7132. abled adaptive collaborative resource scheduling in large-

[86] ZHAO R J, HUANG Y T, DENG X W, et al. A novel scale industrial internet of things[J]. IEEE Transactions
traffic classifier with attention mechanism for industrial on Industrial Informatics, 2022, 18(12): 9196-9205.
internet of things[J]. IEEE Transactions on Industrial In- [98] CAO Y, JIA F, MANOGARAN G. Efficient traceability
formatics, 2023, 19(11): 10799-10810. systems of steel products using blockchain-based industri-

[87] My&a:, SRIHTE, wuAfa, 45 . 3L SDN By HE i 25 al internet of things[J]. IEEE Transactions on Industrial
ST 5 R A A A (D). 38 {2 A, 2024, 45(7): Informatics, 2020, 16(9): 6004-6012.

101-116. [99] FENG X M, HU S Y. Cyber-physical zero trust architec-
XIAO J X, GUO Y B, CHANG C W, et al. Zero trust ture for industrial cyber-physical systems[J]. IEEE Trans-
management of data flow between IoT edge nodes based actions on Industrial Cyber-Physical Systems, 2023, 1:
on SDN[J]. Journal on Communications, 2024, 45(7): 394-405.

101-116. (in Chinese) [100] SIEMENS. Siemens news[EB/OL]. (2022-01-01) [2025-

[88] FENGT,BIJ, WANG K. Allocation and scheduling of net- 02-23]. https://w1.siemens.com.cn/news/news_articles/
work resource for multiple control applications in SDN[J]. 17509.aspx.

China Communications, 2015, 12(6): 85-95. [101] KMFFE TechChic. ZAFAT4ATE 44 (1) F[EB/OLY.

[89] BARIM F, BOUTABA R, ESTEVES R, et al. Data cen- (2022-03-24)[2025-02-23]. https://baijiahao.baidu.com/s?
ter network virtualization: A survey[J]. IEEE Communi- id=1728132845684495531.
cations Surveys & Tutorials, 2013, 15(2): 909-928. [102] GE DIGITAL. Predix: T. . 5. H% K [EB/OL]. (2016-

[90] GOETHALS T, DE TURCK F, VOLCKAERT B. Ex- 03-01) [2025-02-23]. https://file. caixin. com/file/topic/

tending Kubernetes clusters to low-resource edge devices

using virtual kubelets[J]. IEEE Transactions on Cloud

ge2016new/predix.pdf.

[103] IBM. IBM newsroom[EB/OL]. (2023-06-06) [2025-02-



3024 CIN - 2025 4F
23]. https://china.newsroom.ibm.com/2023-06-06- 8967-8979.
IBM-%2CIBM. [115] NABIL Y, ELSAWY H, AL-DHARRAB S, et al. Data
[104] CSA TAE4HE . CSA KX Z(EFETEHPE. LT aggregation in regular large-scale IoT networks: Granu-
[T ZEAR Y B2y 7 % #5264 [EB/OLY]. (2023-09-01)[2025- larity, reliability, and delay tradeoffs[J]. IEEE Internet
02-23]. https://www.c-csa.cn/mobile/research/results-de- of Things Journal, 2022, 9(18): 17767-17784.
tail/i-1900. [116] AJIRLOU A F, KENARANGI F, SHAPIRA E, et al.
[105] CHENB Z, QIAO S Y, ZHAO J, etal. A security aware- NoD: A neural network-over-decoder for edge intelli-
ness and protection system for 5G smart healthcare gence[J]. IEEE Transactions on Very Large Scale Inte-
based on zero-trust architecture[J]. IEEE Internet of gration (VLSI) Systems, 2022, 30(10): 1438-1447.
Things Journal, 2021, 8(13): 10248-10263. [117] SCHIAVONE P D, ROSSI D, DI MAURO A, et al. Ar-
[106] 4F6ra, Juigil, 4558, 45 . T 406 X -3 i 2 m nold: An eFPGA-augmented RISC-V SoC for flexible and
SEEMIEIMYI]. 243, 2024, 52(6): 1903-1910. low-power IoT end nodes[J]. IEEE Transactions on Very
ZOU G N, YOU Q D, JIN X H, et al. Lightweight con- Large Scale Integration (VLSI) Systems, 2021, 29(4):
tinuous authentication protocol for vehicles in vehicular 677-690.
networks[J]. Acta Electronica Sinica, 2024, 52(6): 1903- [118] RAVI P, HOWE J, CHATTOPADHYAY A, et al. Lat-
1910. (in Chinese) tice-based key-sharing schemes: A survey[J]. ACM
[107] ANDERSON J, HUANG Q Q, CHENG L, et al. A ze- Computing Surveys, 2022, 54(1): 1-39.
ro-trust architecture for connected and autonomous ve- [119] MAHDI L H, ABDULLAH A A. Fortifying future IoT
hicles[J]. IEEE Internet Computing, 2023, 27(5): 7-14. security: A comprehensive review on lightweight post-
[108] HANGYAN. Hangyan charts[EB/OL]. (2024-10-16)[2025- quantum cryptography[J]. Engineering, Technology &
02-23]. https://www.hangyan.co/charts/3479776161188284049. Applied Science Research, 2025, 15(2): 21812-21821.
[109] GOOGLE CLOUD. Zero trust and BeyondCorp: Google [120] RIBEIROLADS, SILVA LIMA J P DA, DE QUEIROZ
cloud[EB/OL]. (2022-08-29)[2025-02-23]. https://glo- R J G B, et al. SABER post-quantum key encapsulation
balcloudplatforms.com/2022/08/29/zero-trust-and-beyond- mechanism (KEM): Evaluating performance in ARM
corp-google-cloud/. and x64 architectures[J]. Journal of Cryptographic Engi-
[110] PECK J, BEYER B, BESKE C, et al. Colin beske and neering, 2024, 14(1): 35-41.
max slatonstall migrating to BeyondCorp maintaining [121] LIU F X, ZHENG Z Y, GONG Z X, et al. A survey on lat-
productivity while improving security[EB/OL]. (2017- tice-based digital signature[J]. Cybersecurity, 2024, 7(1): 7.
07-01) [2025-02-23]. https://research. google/pubs/mi- [122] FITZGIBBON G, OTTAVIANI C. Constrained de-
grating-to-beyondcorp-maintaining-productivity-while- vice performance benchmarking with the implementa-
improving-security/. tion of post-quantum cryptography[J]. Cryptography,
[111] VICTOR ESCOBEDO, BETSY BEYER, SLATON- 2024,8(2):21.
STALL MAX. BeyondCrop5: The user experience[EB/ [123] BERNSTEIN D J, HOPWOOD D, HULSING A, et al.
OL]. (2017-08-01)[2025-02-23]. https://www.usenix.org/ SPHINCS: Practical stateless hash-based signatures[M]//
publications/login/fall2017/escobedo. Advances in Cryptology—EUROCRYPT 2015. Berlin,
[112] HUNTER K, MICHAEL J, BETSY B, et al. BeyondCorp: Heidelberg: Springer, 2015: 368-397.
Building a healthy fleet(EB/OL]. (2018-08-01) [2025-02- [124] SENOR J, PORTILLA J, PORTELA-GARCIA M. Per-
23]. https://www.usenix. org/system/files/login/articles/ formance analysis of postquantum cryptographic
login_fall18_05_king.pdf. schemes for securing large-scale wireless sensor net-
[113] Barclay O, Justin M, Betsy B, et al. BeyondCorp: De- works[J]. IEEE Transactions on Industrial Informatics,
sign deployment at Google[EB/OL]. (2016-01-01)[2025- 2024, 20(10): 12339-12349.
02-23]. https://research. google. com/pubs/pub44860. ht- [125] ZHOU Y H, TONG F, KONG C M, et al. Towards effi-
ml?hl=zh-cn. cient, robust, and privacy-preserving incentives for
[114] MEIMY, YAOM W, YANG Q H, et al. On the statisti- crowdsensing via blockchain[J]. IEEE Transactions on
cal delay performance of large-scale IoT networks[J]. Mobile Computing, 2025, 24(8): 7136-7151.
IEEE Transactions on Vehicular Technology, 2022, 71(8): [126] ZHANG M Y, YANG L, HE S B, et al. Privacy-preserv-



% 8 M

TH 75 B8] 45 - T 1) RS IR 190 1 2 £ A A BT S 20

3025

[127]

[128]

ing data aggregation for mobile crowdsensing with exter-
nality: An auction approach[J]. [IEEE/ACM Transactions
on Networking, 2021, 29(3): 1046-1059.

YANG G, SHI Z G, HE S B, et al. Socially privacy-pre-
serving data collection for crowdsensing[J]. IEEE Trans-
actions on Vehicular Technology, 2020, 69(1): 851-861.
HONG S, XU L, HUANG J W, et al. SysFlow: Toward

EEEN

AR L, 199148 H HiE Tl AP
7. 2020 4F A Holl F R B TR 2 BN AR F
TAF I 2% 25 (] 4 A2 BE I AT D3 . R 5E 7
7] A B 0 22 4 5 WA AR A L TP L TR s
£ B 45 - £19007249 1M.

E-mail: fangyuanxing@seu.edu.cn

B O 5.20024F 1 H AT LA
PETT . B AR R K2 I 246 225 ) 42 4 2 B A B
TUEE . I ) R 2R A5
E-mail: 220245619@seu.edu.cn

MR 4,199349 A HETFRINE R
i 2021 AR HEL F#T R F R R RE S T
TR, BN BN 0 K 2415 Rk S R 2
Be Ui . SEBRF ST (0 K I TE LA

E-mail: yuyisun@hznu.edu.cn

[129]

a programmable zero trust framework for system securi-
ty[J]. IEEE Transactions on Information Forensics and
Security, 2023, 18: 2794-2809.

CHENG X, TONG F, WANG H. et al. SpecLFB: Elimi-
nating cache side channels in speculative executions[C]//
Proceedings of the 33rd USENIX Security Symposium.
California: USENIX Association, 2024: 631-646.

E % B 19874FE6 AT RHE BN
7. 2016 4Kl F g K4 2 FW K2, B
R K2 I 244 2 (R e e o e ) A . R
FEIT 0 N PTHR R R G4 4

E-mail: ftong@seu.edu.cn

BFFR B, 198348 7 1 AR T W 4 P
. 2012 4F b HY TR R B H L
et A BE U . BT 5 1) Tolk R K
Rt
E-mail: s18he@zju.edu.cn

27 ok B 19BAaEmAE TR L
i . 2003 4F -5l T AR B K2 BN R B K2
W 244 2 1) 22 4 e % . R BT 9T 05 17 9 4%
iR 7o o VN L 2 e o )| K I

E-mail: chengguang@seu.edu.cn



